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REERPAE—EHB,  ENERTESRESR
BHIRH.

85 B3 1A Ik ( Strong User Authentication. {8 FF SUA )
BEEERTRETRENETHAER.O AFPFRENEL
AR USHEHARSTF:Q BFAEMEERR. 0O
B NBRAES(PINY; QD B M~ HF LT HEFIT,
WA AEMEH2FRITEME RN PEAH.
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B ESCTREZHAEFPAEDN, BHEFXE
SEZEHESATHETEARSANE EEANYE
BN FRERE—TTERBE. A Shamir T 1984
FRET'ETEMHNEBES" XKLV E. BR
TEHEBMMASAEDDN . Okmoto 21K THET5H
69 TEHH 4 B B i ; Ohta % /R T Okamoto L F F
BAE s Toujii FIAERMBCRE TET K
AEHF I s Ham # Yang R T — M ER P AE 8
FEEZ . FRSEN RGN . R, LRt
WHEARZL.

% £ H) Kerberos B R MIT FF % ) F /2 A AE B
BORAZTHORN T HREHRES . &1 T Kerberos ()
RITEERS MITRERABEHEEESMN Y. HEXR
I & Internet/Intrenet B — M H X HFBKAETER
BRI . Bk, RA HIMED A T R
HE AEENEHRERETREFHENE RS
F# RTMRKESHMEMFRDNHERLE , 2HED
WAMEHFREFRBEE A EN @M ; B K, Kerberos
it O4HM Mg BHEE.

FE Kerberos thiX FE— LB, ATTHE KR
TRERE. AT, BCEFENNARTR, BT
BMEHT AR, M-S EEHEBEREE BN E
H®RAT Kerberos ti¥ . i1 OSF(Open Software Founda-
tion) F 1991 S HEtH A9 DCE( Distributed Computing Envir-
onment) A IER B T E . BEBE Kerberos il
M HAAEEEH LEH T nteme/ Intranet 33§
T 9 SUA.
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Ea.D C, TGS, g, 11 @ 1K pes» twes T 1 Koo
{TCT| Kpss @ | TS, -1 Kergss {TGT| Kpgs, Sy by, 1
s @ {Kegs 80 tgy 1} Keess | Tos| K3 ® (TS, CK,
ki Kesod Tesl Kes @ 1TS+ 1] K. 45 TGS, AS 44510
RERUBEFF LANEREPL; KL Ka80A
FCREH#S S AS HEMNEH; K TGS NEH,
Kes C M S MLIEWH; TS AS AR EE, CK £

B, IMIKRRAEE KEPSESME M; o,
HRITEBREHM, c RN Ko C5 TGS #93
EFEH; cEATHAXRN FSREEHR.

% Client( 5 # C)BE 5 Server( I # S)HITIANIE
B EZTRBOT:)CHASREECHIBREER,
BT RIEMSE;2) AS HEH £ 1 KC, TGS fl—
TGS B SEEN R ENMES F4 C3) CEF
H 8 KC 8 w78 8 KC, TGS, /5 AR e (5] TGS,
HERHE S HMEFIEH 4) TS BIUEREHE CE
ARSFER B .C5 SHEIAIE.
3  Internet/Intranet 3558 F —$psi A FAE

5%
3.1 BRENENE

EME SUA REH, BAKERATNAEY
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FEBEMEHMNBE=ZFSM, F=HFEHE KDC(Key
Distributing Center) 2 AS( Authentication Server) . KDC F1
ASEF—HFEHA PMERMAOLTAEHRASMERM
M T4, IR Kerberos P X FEAE #9 6 18] 6] 25 [A)
BB AZSH B A C 0 HAE  Timestamps ) 3 13 8 —
YRCHE 18 FR B AL 3 ( Nonces ), AT 7T 7 4 B 1E B 48 B s
{ Replay Attack)™ | .

FRERERA LHFEDEHO—-FHEE—
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EERENFAMREEH B EH d, 7 Yaksha
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d,=d, mod n B IHF i HBEH d,.[RET, Yaksha
REFJFEHENJ, FEFFFERLHED, X8
LA AS #E 4 Yaksha B %28, (e, ,n,) RF Yaksha 24 F %
.4, 5 KDC 555 AS EH.
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T REE ASBRIE S .PIN ERIEWACHFH,
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KDC ) A FEHRIEE B &34 BERE KDC B
EEAA B R EBCES.

ML) A PR AS #4545 Yaksha
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A Mutual Strong User Identification System in Internet/Intranet

QIN Zheng', FU Yong', WU Zhong fu', WANG Kang', ZHOU Bing
(1. Network Research Center of Chongging University, Chongging 400044, China;
2. Chongging Commercial College , Chongging 400031, China)

ABSTRACT: An enterprise needs electronic commerce in Intemet/Intranet environment whose security depends basically
on User Identification. After studying on present identification methods and protocol, we present, in this paper, a mutual
Strong User Identification system based on Kerberos protocol, public key eryptosystem, digital certificate and smart card. Sev-
eral limitations of Kerberos protocal are overcome. This system salisfies the speed requirement of matual real-time identifica-
tion. Moreover,it can simplify the actions of key mansgement, distribution and storage, relieves the client’s burden.

KEYWORDS; identification / Internet; digital certificale; smart card; public key cryptosystem
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