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B EMATAVRALLAARALSFRADAEZNAL RELARARERATAARRE
ZHAARML —, MABRMAT P EGLERR, oM ALE EABRMARTAZZLEEET P&
IR, HHANRERRA 6 3 BB, AARK S, B HERIRE R oS R RIS & LA %
B, BETFRERBIANBEINRAFLR S, 4FFARIRAZERAFHBERBALATL
R, EEOMTEATHERBONGEINFALT T REEM AL & ERRG RSO

HE o
X A/ HBRIE, 78054
5335 : TP393 SCREARISES A

FEEE S EARMEELE, Fhl ZEFM LS X,
MAFNE RS ENRBTE, NS RENGEER
TN TFEHR SN ASEREEEMN, MMEEL
RMFFESEARRENREA, CRHITEN SR WE
BEMRIRBZ—, %£HE General Accounting Office( GAO)
1996 45172 1995 - 1996 4 B4t %f 35 B BOF i+ EHL
REMAREMHE 25000 K, ED 10 X FE T 98%
BNHE A EERIE 2R mE, MEFN 1% ~4%
MARBEEE L, L EHMN 1%; Fet B5R, ARE
% 5 FEFLL 250% B ;99% KA R & A1t
BERAREMH, MEBH/ARBREBMEEE DA
80 4EfR3 2000 4F & 4= T EAAD 4,80 E R, AR
EHEFEELEFRE R, A EEN W iR
BRHOARTFER.MOUKELEHAARILE; M4, 1
NERRER AT H BN E AR TR 5%, NHH
M _E BRI EREL; RIRY, A 2B ARE EABEMR
WOHBERBHRE R, FREAEBEFEMHEE,

1 AR

XTGP R A RE MR EE KA,
EIShFE B DT E TR, Anderson* K B 4>
A 43K:1) 5B % (Extemnal penetrator) , 15 K18 R 41

« BREH:2002-06- 18
BETH H KN RERIBTFE S E (6801)

[FARHEEE A ;5 2) Dh%E# (Masquerader) , {05 M0 B
EMRGEHEREBUAR , SR RS EX &R
SEHATIE];3) W AR & (Misfeasor) , 16§ REL S
F#RRG LW SN ;4) % AP (Clandestine
user) , JETEIRT IEH FiHHLH T EAER G, KARITH
{EJRRRHRR , AT SR RE] . HIEB R AR S 2
1 Denning® {2 B B A R IER IR H T AR
AR BN REERES N IEH AP AT R BB,
FERAET N BB IE AR, REUCAL TR ER
BSHEEARTE, 5 — MEARE Sebring™ 3 H 4
MIDAS Z4E, EULR EIT AN P L BEERR S,
XERMARIT I BT R, 38 o W T B0 58 U Th
BB, FEMLLJE , IBM, Compaq. Cisco %5/ R) FlI R FE T2
B E R R - MR K E ST R L 4 7247
AR, BT T & B R ERA,
Axelsson™ $t X B AR AR [ TR T BEAR
KRB R T 2 3 5 BT S R A I A BRI
REBER:1) NETEIHARKEE R ET MM
AR ;2) NP AR [0 5076 A ol &k s
3) B H REE K B EREN4) IEBEARK RS
HEBEZ2ENHE, SR, AR
D) RARA SR ERAMER;2) AR KLt

ERRM NBE0974-), 5, MIREA, BRAEEHHRE. BT E:ARRN, MEXL, JIBZE, 2Lt
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#;3) WIRAREMFMESIR N ;4) REFEN LA
5) BRI R TXRER;6) MABRIRARAL
A7) MERELE RGP SSO(Site Security Officer)
HAEHE.

Kvarnstrom™® &1 %6} 3 B 37 F# R 45 s 47 P BE L
BAAERBEBESZ: 1) HBARKIN RS ERLE
HERELERFNAR;2) BT EVNMNEHAEK
MRSEMER;3) KRG | FHNELEMEE;4) AE
Kol =45 R M EBRAENE  S) AP R B RBIRE,

2 BitsimsiAR

ML E AR BHE BE B AR 2R, LLE Web HIARHY
B WE T HEEAETMBEEMERE S, AT LAY
BUEEATH IV ERE TEIL FEHARTO LR
A, MAGEHEABEEE G R TH A, XEE
APEEIHSRHIERBHEENFE LR, HE
G B HER ROLB ST A RER B E B AR
REWFTEE, DA TSR AR A 55 P 3R F A e
KBRS, &N RERAaH. B, ABUEES R
HIR (Knowledge Discovery in Database, KDD) K H 44>
FAR——FHEFEHE (Data Mining) i3z T4 .

BARIZ IR IF T X B T A 7 N PSR X RIS
FHT T EAKEN AT AR R
B B BEE S, IR S EH B AMTFERA
HE EXEEERANGEEMRARNTE, KDD 2
M EE TRIEEDA B FEn AAEEME
KT ERA A ERNERIEE LSRR BFRERHA
4AEE B R RE R PETLE BIETRE
MR . BUBZEEMALIAN—THEN X
BB, HARARK PN —INHENTHENRE T
B, EREASETPHREDINNRERIEFERAILE TR
HERATTRME, B RELFEIINFT ST BESE
G985/ b RV B S B 3, A0 9 B 22 A (Data
Integration) \ ¥{ 4 % 3 ( Data Cleaning) . % #& 2 #¢ ( Data
Transformation) F1 ¥{ #% £ {47 ( Data Reduction) % JL 5 H,
HINGE R AT st I IR U R F TS
B B B B AT LB S 34, E R B R BLAY
(Discovery — Driven) F13K 31 5 ik #Y ( Verification — Driven)
EH B T RN, R G RS E T BT BRI Y
EFRBERERRAGEN T XFRE Wk, Q]
AR FELR BFREEA%E AHMEN, FER
KDD BIFEANEIL

3 ETERSEM ARG

3.1 [RIRRRIRH

Wenke Lee 1% TCP/IP PrX A7 TERI 2 2 RGN,
IHARRR R ERRAL S, MR EM SEEMH
B AR RAT N MR B AL B2, HE AR IR
SR APrABRFTARETRMREEMARIT N
AEHERREZSR, Bk, AMERER RSN A &L
BAER . DRERFE, WNERE A KS RE
WAL 2) 8 L RE IR AT AR 3) AT
T RMERREAR,

HiEL3 FABRRUSBHMARCEH#T TS
£, RN REEH T CRART ARG EES B2
XFRMBGERARGM G REE, FENETHAN
Kl ZRETFEFTEE FZH R A R EFERITHE,
BB ET A MRES KT, RIEANL#LT
RIBH A, 58 BRI AL & TAE , B R 4
Y BREMEN T EABENELNLE, ATHR
SRR AR B BB, AR RGN Y AR %
RaRtemNEERP M TERNNERER
B, EFFRAAM R, BT A3 R g BEA A
&R FREE ST A BRI RS R A B A S EE
TR Z — o Lee $H LAIE AP L0 EAN A
PRGBS T 9 i SR AT 2B AT AT A R,
Fgs R RER, TR ETRIEZEEWARR R
F#4 MADAM ID 7£ 1998 4F MIT ¥ /1B DARPA/AFRL
AGRIEY E R R iFRE. SiFER, IBM B
& BT K2 (A 249N ST K 5 8B 5 SR L A 4R FF R AT
HETHEZEYABRIBE.

3.2 BREH

BT ARERMBNEIEM T Bk, Fit
TREAB AL R ASCIT 572 =X A I 28 348 (BR F= 4L
HERHE) , REHEANERICF (FEVFEIEIEE),
HP & KEERRE, IR SR FFseatE iR
Fo BEHMERICRMAREZEEE, MNP LI
IR, X RR EHITH,

B 1 ARENETHEZENAGE R RE MK
REEM RO HERN 28 A HIRE SO R B E R
B IRAR B e I R G RE S ST BB I |
ST JEAS LA R BRI A 4T BoTh BB, T B SR ER
AR BRI R IOE, HPRNSBERES AR
B HBFHE, i LR E S B, HFRF 50, 5k
et , RGER A XML 40 20E B R R e, G614 i
BIRIAT A M R 4% R s B R A, @ RA
CIDF ( Common Intrusion Detection Framework ) #1 IDMEF
(Intrusion Detection Message Exchange Format ) ¥ R 458 (5
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FAVERTR BRI IURELL, R AR L L HHIT
B R Eﬁ&ub}ﬂfﬁﬁﬁﬁiﬁAﬁﬁﬂJo

A
:g e

AENSY
L%

H1 EZETHEZENAE
RIRGEREN

IBM ARAR FREN ESHTHRMNRF RE+
RIS ABRERREHE . B TEABERREIH
KK 0 RGN 28 7= A R R B AW 0, R A
FERMBES, I B IS R R, IBM AFR A B R A
BARIZ X RG4S SR FEVEAT 24T, AR 3%
EREFTHER, LIGRRE AR; FTRIEDR &5
EEEARREEF RN SEF R, ERH
THEHRMEAR, ER— T AR ES %, RAXTH
TR PRI % B ok BB 4T i o , I R0 b B3
5 1B S BAE AT S R B A TRE R
3.3 FEWREH®

ETHIEZHENAR KRR R X A RN
BUEZHR R RS AN SR W EME RS
LHREKT ,LHAREENES.

3.3.1 XB4H5H

KB PRSI RBENHE XK XRMNT
B, RBEMUNWEHEAR - TBE | ZRAHEME
(item)#H, D TRTAE A 5 (transaction) S, T EF#R
REEFNENRE , B XHRFE LT BENES, T
cle B X.YAWMBFE, X, YcI,XNY=0,10
RXCT R TXFX, HXFHE Support(X) = | XED
R BB B BB | ; B {5 Confidence( X =
V)={EDHFHAX WXGESFY HIAKELHEK
v, XBEMNFRHN X= Y, Support( X= Y)
=min-sup H. Conf(X= Y) = min-conf, BRELN X ¥ K
RECHN . REXHLNIGE & BT 11 “90% A P HE— KW
EIESN P ISER & X RN SRR S Y Z 2R 58,
Lee Z B ABRBEN R R, 51 AfH 0B HE (ads

attributes) L&, BP 4% 3% 82t FL G4 < time-stamp,
src-host , ste-port , dst-host , service > ME— B E, K9 time-
stamp 2 B [B] $R1C, src-host AR FEHL, src-port T ¥
M, dst-host 7 B B9 £ HL, service X IR % (5 B B ¥
M) HEEREMEES, BRXGLHACEHOR
YA, R BT A B R T TR BULAL B, LA 2
1 A B 4 B R R SE R AR (prior knowledge) E3K o
3.3.2 AFIMEXSH

FrE A F AR R — B E RN, &K
Ben A BEEWER S B, MEBXERS C,EIFH A~
B—C HISAFEE R " ZKNWAR, BTFMEBE S5
(] A B B WA, B P 5 AR 43 A 7 S Bk 4 A B Al
Lot B 4T e [EI A X, Manganaris $5 M
IBMERS( Emergency Response Service) & 4t IE T /¥ 71| &
ARH#F TV BLLIERM RTD (Real - Time Intrusion
Detection) B3R ; Lee | FH S 1 43 47 B 35 45 #49 Fn 7
RBEI R SRR R R
HEAEGEEE D, HPBKRAZS T SHEIEX
R, G LB E [ 1y, ¢, JJOUF N E B ¢, FFERE] o,
B, tF DHMBELX, MAEXEGE X, H
HEFXEAEE X i, FREXERN X fR/pHIX
Bo X IXFFEENXACHE X WE/PHIAXEHA
S FIRRBB A, HAMELRAY X, Y~ 2,
[ confidence, support, window], X" X,Y,Z X D IR
HEE, MU ZFEFEHN support (XU YU Z), BIEER
support( X U YU Z)/support (X U Y) , @A H B 38 &
PHHUNFEOE. FERIINGSRERESH IR
MR E, O ARBHFIZENRTFH], X Y. Z
WRERRFXER,
3.3.3 RESH

AT R RN BIE XS R R, 5 X R 5
HUM BN R, HFFHBES R, K5
BRI X HNET I RH 2 BN R A T EBIEXT R
MERBRRIABE TRABEN RGN,
Portnoy M E T BEXRMTHA BRI E " THE
B % & W & B (unsupervised anomaly detection
algorithm) , X RAF R B HETNNSEKRUAR. B
BRHERTFRNMRR: D EFTHIEREBERTA
BITHERE B D) ABRITHEE L SEFEITHARR,
RERFFHETAREXSEFERLR EAR,
WENMSHIREEFERATEBEZ SN, B IR S 5K 5
k. R HIELBIHAT IEAALAL B i AR HETE
3, R P #EER L B 5 B & (Euclidean metric) , {88 B
HREERE, &R B SR UK ARITHN.
BZEERNEAFEEREMIELR S HHR N
3.3.4 9 £S5

SESMBREZBILEENHRREZ —,
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HEGREVETRENSRBHEER, Le RAM
M| 3] % ¥ RIPPER, i it 4 K By Bt (growing phase) 1
BYEL B Bt (pruning phase) X Il SRS HTHF T, HE
ETHRBESWARERER EREEHRELES
71, Agarwal 32— R T RN 24 TR
BT ARG 254, SRR B A R R
FAP-MME#HTEM¥IUBSELHE, REF
FA N - AU BT P - $N4E X F5 B SE B 47 =2 18]
EIUEERTAE, KR EEEMEIIRTE
ERRSCBIEE, T H M E B RS R AU 8K B
B2 F M. Schultz Fl A Rt BEARBRERF
(AR BRRE ) ST, & ek SRR 5 gk
EMPRE, 3 FUFERIER AR TA#ERG T
FKEWRR, RARBEIAEBERBYRHRERRELS . F
TR P 3 B AE , 43 5168 A3 RIPPER AN Dot
FAE RN B R #ITES, 2 5EFEMIR
FRE T AT LU K R B KRR,

3.4 FFLERRIE

ZAHEAST R, REETREZEVIA R
AT RY FEAS WP BEFE FAME P A B MR BELH
IR AR RGN ARFEE—E A,

1) KvEgE T R R A EF LM S S
W REREEE, RN RE;

2) MR HEFE: B FEMN KRGS RELE,
RIS Y A 24 5] FNVEAN B B BT B R A 5, o AR SE
1 SC e 5

3) RN E: RAFTEXENIISGEE,
HWESERGEEIME

4) BARFBEERER [ & EE,

Bt , WSS B 5 S 7 _E R LA T E AT,
BE LR ARKERIZR, SR, GRER MR T B
. BB EREEURRBRRSEAEF LS 8K
ERFHACRENEEENPIET M,

4 & B

EEMNBETRRZBEOABRKENMPARTE R AR
0 B ITIT B A R R RS AR AT Oy AT T 4
PrAgiaE . EER LR SE KIS & FOL TG
B, REEARKNG T @SR, FFRBRML
SCBD , £ X4 3 oh B R R AR — S IRABEIT
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Agent — Oriented Software Engineering

GUO Liang, HUANG Xi-yue
(College of Automation, Chongging University, Chongqing 400044, China)

Abstract: Agent — Oriented software engineering is the one of the most recent contributions to the field of software engineering .
Agent becomes isolation and negotiation component, compared to existing development approaches, it has advantage in system
development, especially where Agent represents high-level abstractions of active entities . Through the research of high-level and
specific methodologies in the agent-bhased sofiware engineering, this paper analyses their characteristics and some extension of
software technology for implement Agent, gives some references to build agent-based system.

Key words: intelligent agents; software engineering; UML; design patterns; components
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Intrusion Detection Based on Data Mining

LIU Yong -guo, LI Xue -ming, LIAO Xiao-feng, WU Zhong -fu
(College of Computer Science and Engineering, Chongging University, Chongging 400044, China)

Abstract: As computer networks play increasingly vital roles in modern society, information security becomes one of the most
important research issues in the field of information technology . But intrusions cause a serious security risk, how to efficiently
prevent and detect intrusions becomes one of hot research problems in the field of information supervision. The traditional
process of building the model of intrusion detection is slow, whose cost of research and development is high. However, data
mining has unique advantages in acquiring unknown knowledge. So, intrusion detection based on data mining becomes a hot
issue. The research background, architectures, techniques, problems to be solved and the future direction are discussed after
analyzing current status of network intrusion and situation of R&D on intrusion detection and data mining.

Key words: intrusion detection; data mining; information security
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