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Construction of substitution boxes based on tangent-delay ellipse
reflecting cavity-mapping system
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Abstract: Based on the good chaotic properties of tangent-delay ellipse reflecting cavity-mapping system
(TD-ERCS), a kind of novel substitution boxes were constructed. The cryptographic properties, such as
bijection, nonlinearity, strict avalanche, independence of output bits, the differential approximation
probability and the nonlinear approximation probability of the S-box are analyzed. The investigation
method for the strength of the S-box with the discrete chaotic system proposed by Kocarev is discussed.
Theoretical analysis and backtesting results show that the method is efficient and easy to put into practice,
while the constructed S-boxes show better cryptographic properties than the S-boxes based on other chaotic
system, which can be used to improve the existing encryption scheme.
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2 73 24 69 25 1D 8 6B 81 DY 1A 1B OoF 94 27 S5F (9
3 09 D4 67 A9 A2 CE OE B3 58 92 56 59 51 98 EC DE
4 4C 30 77 B4 CB F9 D2 BD 2D 3C 07 29 54 AE D8 46
5 2C E8 BC C6 FA 26 2A B8 90 42 00 63 7E 37 85 D7
6 34 50 6C 8F 70 E2 93 A5 0A 2E DA FS$8 32 36 55 18
7 16 75 52 B7 57 2B DD 4A 44 E3 F5 53 38 DC 39 02
§ AA CD 6F 41 20 EF 9D D3 FF 7F 84 61 97 FC 2F EA
9 B2 01 64 96 40 19 BF ED 11 3B 0B 5D E5 5A 17 03
A F3 4F (C3 22 SE 3A 9C Fo 60 78 C7 7C B6 DB AC A8
B 48 A4 6A C4 08 87 62 15 3D 8 4B 1E C8 CC E4 8E
C 74 66 91 Al 3E F4 8 AB 5B CF DF 43 95 65 E0O Cl
D 4D 9F 8C 79 B9 A7 A0 05 7B 1F EB 71 D0 49 76 BA
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fi /2 fs fi /s fo fi S
00000001 0.468 8 0.5313 0.5313 0.5469 0.468 8 0.5313 0.4844 0.4375
00000010  0.546 9  0.468 8 0.484 8 0.4531 0.5313 0.4844 0.5781 0.4375
00000100  0.500 0 0.453 1 0.5469 0.5313 0.5781 0.5625 0.4844 0.4531
00001000 0.5156 0.453 1 0.4063 0.4688 0.4375 0.5625 0.5469 0.4531
00010000 0.437 5 0.546 9 0.5313 0.4844 0.4688 0.5000 0.5313 0.5313
00100000 0.406 3 0.5156 0.5156 0.4688 0.453 1 0.453 1 0.5469 0.5156
01000000 0.468 8 0.578 1 0.4688 0.5469 0.5000 0.5000 0.5000 0.515 6
10000000 0.468 8 0.5156 0.5156 0.453 1 0.4688 0.5625 0.5000 0.453 1
A3 A1 dB RACH, fi @ f; Hr sk Ak RACH R R R
O S-& M L B AL 1Y 8 /Mﬁﬁ?@%( ‘
f\ f2 fii fl fi ffv f? f8
. 0 0.546 9 0.53125 0.5156 0.546 88 0.546 88 0.5625 0.562 5
L 0.546 9 0 0.609 38 0.546 9 0.51563 0.60938 0.5781 0.5313
I 0.5313 0.609 4 0 0.5313 0.56250 0.56250 0.5625 0.5469
i 0.5156 0.546 9 0.531 25 0 0.56250 0.53125 0.5781 0.5938
[ 0.546 9  0.5156 0.56250 0.5625 0 0.56250 0.6094 0.5313
: 0.546 9  0.6094 0.56250 0.5313 0.56250 0 0.5313 0.546 9
0.5625 0.5781 0.56250 0.578 1 0.609 38 0.531 25 0 0.578 1
s 0.5625 0.5313 0.54688 0.5938 0.53125 0.54688 0.5781 0
A4 B RAWHAING SEREILEK
Nonlinearity of box i
VE# Order Dy L
1 2 3 4 5 6 7 8
Jakimoski 4340 . 0469 . 0625 104 106 104 108 100 98 98 106
Zhang 51480 . 0391 . 0706 100 104 102 104 102 102 108 106
Chen 13272 . 0391 L0791 102 102 104 104 104 104 106 106
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