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Information security system of digital enterprise and its
implementation scheme
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(1. State Key Laboratory of Mechanical Transmission , Chongging University, Chongqing 400044, P. R. China;
2. China Jialing Industry Co. Ltd. (Group), Chongqing 400032, P. R. China)

Abstract: The general framework and security demands of digital enterprises are analyzed. The information
security system is constructed, which includes physical security, network security, support layer system
security, application layer system security, data and documents security. Aiming at the security of internal
information security such as data and documents, a comprehensive solution including identity
authentication, centralized equipments control, document security management, document encryption, and
security audit are put forward. Based on the above information security system, an implementation scheme
for typical digital enterprise is proposed.
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