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The switching median filter denoising algorithm for encrypted images

ZHANG Sijie', YU Jie*, XU Peng', Zai Lihong', ZENG Xiaoping'
(1. Colllege of Communication Engineering, Chongging University, Chongqing, 400044 ,China;
2. China Electronics Technology Group Corporation No. 44 Research Institute, Chongqing 400060, China)

Abstract: Sometimes it is necessary to send the image data to the third party device to process. To ensure
the image safety, it is necessary to encrypt the image before processing. A new algorithm for encrypted
image processing is proposed. The image owner encrypts the images by sub-block pixel position
scrambling, and then sends the encrypted images to the image processing party and let them processing the
images by the switching median filter. Finally, the image receiver obtain the denoised image using the
encryption key. The algorithm is simulated and designed under the MATLAB platform and the typical
images are tested. The experimental result shows that the proposed algorithm has a good denoising
performance, and it can protect the image, effectively remove the noise points and retain the non-noise
points.
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