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Big data and security visualization
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(a. Key Laboratory of Dependable Service Computing in Cyber Physical Society;
b. School of Software Engineering, Chongqging University, Chongqing 400044, P. R. China)

Abstract: The rapid development of IT technology opens an unprecedented age of big data. The massive
amounts of information gives us more data. Meanwhile, all kinds of security problems follow. Data
visualization techniques can help us to identify the possible security threats in the system roundly and
timely, evaluate system security and ensure the security of infrastructure. In this paper, we first classified
security data according to the feature of big data from data perspective; then, summarized the existing
visualization tools and technology based on all types of security data so that we can use mature data security
visualization technology for the researches of big data security; at last we outlined guidelines and directions
for future studies.
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Fig.1 Visualization based on network flow data

32 ETFHERFIBEATRALER

THARHIL I 28 W 4 5 B AR T 1 07 B TS HL 3R 0 R I 286 1 5 rho SR R 9 |5 1) s 90 5 . BT Ol ke B ) )
F ) K g ] A o E R B S B 1 T AL RE 8 R s A T R OGRS BT EAT A [ Y KA 4k
JE B TR

XK FEARTE Aigner 7 (1 455 ] LB 348 R G M8 , — S BEFR A two-tone pseudo coloring™ )



% 2 1 B OEFREES ZATMAL 75

AR T 2 Ak 7 99 B A D B 18] 77 51 44 43— IME S TE B P 2k [ b 5 2 1 3R kA7 LA SR 5 3 5%
ST BE RSP ET O . Hh Fischer 25 A4 i AT HLAL T H. ClockMap X W £ 45 14 3847 43 900 . 4y
A A [RIAF5 1 (R A P A Jr ok A2 e R SCHP 1 2298 A o I 05 AT DA B Wt 4 2R A IR0 246 3 £
490 M 4 O P e o R 2% R 114 23 T2 18] P 870 A B A - R e A S P 3 R DA B S IR T P L B
IR 1 25 o AP 2 Cad o O SCAR Y 75 3T AR S P 45 1R 20 I 1) e 21 P& 2 Te) b AT D)4 . e T RR
F T 1B 1 19 5 3R A T AT AR A« R X R T A 6] ok 3 8 AR A 22 18] 9 7R 9% (ELR: B BE W AR 1 i A B i = W 9
I8 45 ) DR XTI 1) 20 5080 o B e AR 4 )+ U2 b T BT 0 AR SR AR L O A RE 68 B E 0 b R R o B
2. i Maclachlan &85 A4 WA AT AL TH LiveRAC % 7 [0 2% 22 42 ffy BE B W5 #2008 19 23 BT . Best
ST R G4 A B T AT AR A A 0 B IR 5 43 TR D 4 I R R AT 43 T R B S O 81 AT
PR R 2% e A, I B AL S S HBRE 77 . Shafer 458 A5t $2 43 0T 41k 28 40 ok W 3 1 00 32 T s 1) 51 A
FEH LS . Kincaid ™ % T @78 W BT 519 8CH BA 57k 38406 7 — A FE 47 10 T A0 AL 2R, AR IS AR A 14 il
FEENAR Z 10 8] P 51 14 22 JR (AR AE . 2013 48 Stoffel 8 AW 3y iy TH A 2(b) L 1 8 3l th 26 11 F1
B R RUASE TR A 73 i 7 AR I » L g i) 2 37) ] R A 19 70 i ok T 08 e i 531 A 7R Al 4 o 1) S BB R S L O
i 5 22 A AR QIR LU By 22 42 23 M A B3 (8 AL S8 2% - I5F [8] 7 710 1) ) BB A0 R ADLYE 48 2% R A6 3 AR S Bt » R
B3 AT BRI R BN HARA SN o (HUE 0 TR B8 B FE B R TR 9 R 4 38 3 1k O AN ey o i L T AR SR
BN B — AT el i 2 18T HL 2 it 2R BT OR 22 1 e L A R R 2 U R TR L » B 4 A 22 1) A A AL PR A A — E Y
X

<@
) o)

" @AM
'_»‘4( > 4

® \,‘ "\Y ‘|V

3 -
{ =
| =8 e |
! = |
{ =
= !
= f

(a) Clock Map (b) Client

B2 ETHEFNEEANTREZRE

Fig.2 Visualization based on time-series data
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Fig.4 Visualization based on logdata
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