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An AHP-based quantified method of information security
risk assessment elements

CHAI Jiwen' , WANG Sheng' , LIANG Huihui' , HU Bing* , XIANG Hong*
(1. State Gid Sichuan Electric Power Research Institute, Chengdu 610072, P.R.China;
2. Key Laboratory of Dependable Service Computing in Cyber Physical Society, Ministry of
Education,Chongging University, Chongqing 400044, P.R.China)

Abstract: Information security risk assessment is an important foundation work for security protection of
information systems, but the assessment results of the existing risk assessment criteria and related research
models and calculation methods cannot effectively reflect different security needs and risks of the
confidentiality, the integrity and the availability of information system assets. In this paper, we used
analytic hierarchy process (AHP) to establish a risk assessment analytic hierarchy process model first,
then improved vulnerability factor quantitative methods based on the common vulnerability scoring system
evaluation index system, and finally used the model’ s deviator judgment matrix to compute “security
incident loss”, “security event possibility” and “value-at-risk”. Experiment results show the proposed
method can more intuitively reflect different risks of the confidentiality, the integrity and the availability of
assets than conventional methods, and it can provide more accurate and reasonable recommendations for
the development of risk control measures.
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Fig.1 Analytic hierarchy model of risk assessment
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Table 1 The value of asset attributes
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Table 2 The damage degree of vulnerability
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Table 3 The exploit difficulty of vulnerability
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Table 4 The value of threat
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Table 6 The asset evaluation results in literature [ 137]
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Table 7 The vulnerability evaluation results in literature [13]
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Table 8 The threat evaluation results in literature [ 13]
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Table 9 The risk assessment results in literature [ 3]
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Table 10 The assessment results for VD

G2 Ve VI VA VD
v, 0 0 0.275 2.863
s 0.275 0.275 0.275 6.443
s 0 0 0.275 2.863
v, 0 0 0.275 2.863
vs 0 0 0.275 2.863
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Table 11 The assessment results for VU

I 5 AV AC PR E RC VU
1 1 0.71 0.74 1.0 1.0 10.508
V3 0.395 0.71 0.74 1.0 1.0 4.151
s 1 0.71 0.74 1.0 1.0 10.508
V4 1 0.71 0.74 1.0 1.0 10.508

Vs 1 0.71 0.74 1.0 1.0 10.508
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Table 12 The assessment results for F

F V) Vs Vs vy U3
F¢ 0 1.1 0 0 0
Iy 0 1.375 0 0 0
F, 1.1 1.375 1.1 1.1 1.1
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Table 13 The assessment results for L

L T, T, T, T, T; T
Ly 42.0 10.5 52.5 42.0 42.0 52.5
L, 16.6 4.2 20.8 16.6 16.6 20.8
L, 42.0 10.5 52.5 42.0 42.0 52.5
L, 42.0 10.5 52.5 42.0 42.0 52.5
L; 42.0 10.5 52.5 42.0 42.0 52.5
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Table 14 The assessment results for risk

R T, T, T, T, T; Ts

R 18.3 4.6 22.8 18.3 18.3 22.8
R, 22.8 5.7 28.5 22.8 22.8 28.5
R 207.8 17.3 259.7 207.8 207.8 259.7
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