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Multivariate public key cryptography scheme with changeable ratio
of ciphertext length to plaintext length
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b. School of Software Engineering, Chongging University, Chongqing 400044, P.R.China)

Abstract; Multivariate public key cryptosystem is an important method to guarantee the security of
communication after quantum computer appears. There are lots of practical multivariate signature schemes,
but only a few multivariate encryption schemes show up. The simple matrix encryption scheme proposed by
Tao, et al. is an efficient and secure multivariate encryption scheme in PQCrypto2013. However, the ratio
of length of cipher text to plain text is always 2. Cubic AB encryption scheme is a way to fix it. It uses a
very wide matrix to replace square matrixes (B and C), and the elements of matrix A are random quadratic
polynomials. With this method, the ratio of length of cipher text to plain text could be changed easily.
Besides, rank attack cannot be used to attack this scheme. At the same time, the length of cipher text and
plain text will be shorter, which could make the process of decryption faster.
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Table 1 Parameter settings of Cubic AB Scheme

L2 2 5 sou W1 3/ bit % 3C/bit ~H1/KB A #1/KB a
80 7,14 392 784 2110 16.5 2
80 6,16 480 768 3717 18.2 1.6
80 6,17 528 816 5212 21.1 1.55
100 8,16 512 1024 5 980 28.1 2
100 7,18 616 1008 10 100 30.9 1.63
100 7,19 672 1064 13 756 35.2 1.58
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Table 2 Multiplications of the two cryptography schemes

PES S S| msn U8 M
SM 80 128,64 224 576 —
AB 80 98,49 101 626 0.453
SM 100 162,81 452 682 —
AB 100 128,64 224 576 0.496
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