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The assessment method of cyber-security vulnerability for
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Abstract; The cyber security of the IEC 61850-based smart substations has become an inevitable issue since
they rely heavily on information and communication technologies. This paper analyzed the current security
situation of smart substation from two aspects: cyber security vulnerability of smart substation and
limitation of traditional cyber security evaluation methods. It proposed a security analysis and estimation
method for information system and automation system, which estimated the security levels of any devices
or equipment in substation separately by detecting known or unknown vulnerabilities. The method managed
to assess the daily management by using static assessment tool. Through the practical test in the
experimental environment for smart substation, several system vulnerabilities were detected towards

information system and automation system, where the effectiveness of the cyber security analysis and
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estimation method for smart substation was verified. By applying this method, vulnerabilities of substation
information system and automation system can be controlled, and the overall security of smart substation
thereby can be enhanced.

Keywords: smart substation; IEC61850; vulnerability assessment; fuzz testing
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Fig.1 The schematic diagram for the vulnerability exploitation of smart substation
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Fig.2 The framework of method implementation
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Fig.3 The algorithm flow of known vulnerability feature matching
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Fig.4 Schematic diagram of fuzzy testing
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Fig.6 The experiment environment of security vulnerability of smart substation
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Fig.7 The device connection mode of unknown vulnerability mining
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Fig.8 Equipment alarm and network storm alarm
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Fig.9 The illegal remote control action from SCADA alarm information
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Fig.10 The intelligent terminal action of the high side of the first main transformer
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