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A multi-classification method for detecting microblog spam users
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Abstract: Based on fuzzy multi-class support vector machine, a method for detecting microblog spammers
is designed. Firstly, a multi-class SVM(support vector machines) is used to construct multi-classifiers, and
a training set is re-selected for each type of user’s classifier. Then, the constructed training set is used to
train the multi-classifier, and five user classifiers are obtained after repeated remediation. Finally, for the
non-separable samples of multiple classifiers, fuzzy clustering is used to perform the fuzzy processing. An
improved membership function is defined on the optimal classification plane perpendicular to the SVM, and

the maximum membership degree is used to reclassify the samples. Experimental results show that this

W fE H#A:2018-04-02

BESWHE EHEARPAESTH (61772099) 5 [# {5 F 4 (2014M562282) 5 T IR 1 {4 J5 1 H (XM2014039) 5 5 K
5T B B R OB T K B I Coste201 Trazn-sdyf0140 )5 T JE T 5 K 0k 5 B R B 4k v B 5
(KJZH17116),
Supported the National Natural Science Foundation of China (61772099 ), China Postdoctoral Fund
(2014M562282) , the Project Postdoctoral Supported in Chongqing (XM2014039)), the Artificial Intelligence
Technology Innovation Important Subject Projects of Chongqing (cstc2017rgzn-zdyf0140) , and the University
Outstanding Achievements Transformation Funding Project of Chongqing(KJZH17116).

ERE N = (1964—) 3, R TR, 322 N M 25 {5 1 22 4 BN 42 42 K 20 e vl I S RF 5
(E-mail)story_kb24@163.com,



% 8 M OE.F. AL RN ERA AN & 45

method can solve the problems of mixing and missing points in multi-classification under the premise of
ensuring the detection effect of spammers.

Keywords: microblog spammer detection; multi-classification; fuzzy processing; degree of membership function
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Fig.2 Framework of Spammer Detection Model Based on FMSVM
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Table 1 Spammer user detection algorithm based on FMSVM

Algorithm A Microblog spammer detection model based on FMSVM

Input: Data set D
Output: Classification Model F(classifier)
Procedure begin

1. /% init Dataset * /

2. Use set D to calculate eigenvalues N={X,.X,,*,X, }

3. Use CDF to find eigenvalues with the high degree of differentiation

4. Get eigenvalues of each user Feature; (0<{i<(4)

5.  Use Feature; (0<,i<{4) to construct training data set D; (0<{;{<(4)

6. /% one-against-all SVM construction stage * /

7.  for each training data set D, (0<{;<4)

8. Initialize the penalty parameters C;

9. According to the SMO algorithm to calculate each optimal solution a‘’*
10. According to the optimal solution ¢’ , calculate ‘" and 6"

11.  end for

12.  Get the Classifier, (0<i<<4): sign(w®" * x+6"")
13.  Input test set to

Classifier0, Classifierl, Classifier2 , Classifier3 , Classifierd
14.  Get the classification results for each samples

15. /% Fuzzy processing % /

16.  if(non separable samples existed)
17. Fuzzy processing for non separable samples
18. Get sample category

19.  return F (classifier)

Procedure end

X B, i g — 250 SVM 2K &, W B R AR ST 280 C, A 5 88 SMO (Sequential
Minimal Optimization) Bk BN RLHE « " . ERIERLHE 7 B o F b7,

1 PP R TR REAR o et KPR S HAM KX A TF MR R D, (o) =
w!a+b,,Y D, (x)=0 B, 8V I8 R 5 2 10 0 258 o 8T 15 4 # L 8 T4 AP D, (o) =1,
JB T HABMWE P E D, (o) =—1, Wik T AR HEA 2,24,

D (x) >0, (3

MR B —A W BAREAR » B T K. mEARXGOTRH LA WRE IR 28T
TEIRAYREAS N T i p 33 JE AR AT 255 0 X 3 28 38 (3) A REAR s 51 A 1o 357 58 I 38 o 85, oo L R o oS AR Ach
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Table 2 Five user classifier training data sets
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Fig.3 Number of followers in the CDF curve of five sample groups
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Table 3 Feature sets of various classifiers
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Table 4 One-to-many SVM classification results

AR A C, C, C, C, Cs AT 43
1EH (1 000) 938 22 12 6 0 22
BT S R(892) 56 750 21 13 1 51
R %EM(338) 18 25 263 5 2 25
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FEHREALEI (105 8 5 7 3 63 19
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A HoAth 4 BRI 9 23 JERG B0 - N Ar A5 R T LR B 5 ) BRSO P R A2 e i B O P el
Z e HNBRAR R BLI T P AT g 2 005 T TP DRI o R A5 T Al 3 20 SR s 28 7 3 P P 2 B 2 Ml iR )



52 TR KXKFFR %41 %

NIEH . BB BRI R A Rk Ry SR P 2 TR A A AR BT L S A R R WX P2 b
SR P 2 8] ) DA g T B P B RE R LR B 3 gl BRI P R B ST R R ad R S T A
W P oy Je AR WA AT o R A fe /b RS SR BB 0] 7 o S AR 2 FEROCR B 22 . 105 A S R B B 0
HAT 63 A BLIET 2326 (HJ2 FAl T P B 0 D 32 2l B 10 280 oy O P 1 Bl 2 B b B e Ah RS SR AT LA
A A T PN T 3 B0 DRI 51 A BRI AL B 0 A B

AL AT — Xt 22 SVM 22K KGRI SR R I — X £ SVM fETE R Z B AT 0 REAS B XA AT Jp RE AR
P RER b B T5 1 QRS0 AN AT P REAR BEAT 7026 . 2R RANR 5 PR .

x5 HEHLEER

Table S Fuzzy processing result

0 AT 3 FEA 1A A 2 KA AR 3R AR 4 KA A

A )
(22) (51) (25) (12) (19
0% 15 5 1 0 0
12 4 31 4 2 1
2 2% 3 10 18 2 3
3% 0 3 0 8 0
4% 0 2 2 0 15

A A A B AN REAAR B TR0 . MO SREE SRR RS HT T 9AS AT SRR AR F ORGS0 AT I
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Table 6 FMSVM classifier final result

WA C, C, C, C, Cs
0 2% (1000 953 26 15 6 0
125 (892) 61 781 31 16 3
2 25(338) 19 29 281 5 4
325 (103) 2 9 8 84 0
4 25(105) 8 6 10 3 78

M 6 1R Jm S5 R OR A Gl AR A B N AR AT B TR RO AR B B — B PR A A AR BRI T

WK 4 s,
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Fig.4 Various classifier indicators

M A4 TR, TR P A o3 2R g b o 150 TP 20 28 8% 19 2% LA A 410 L A0 75 3k U I R T P RE A5 Bl AR
U4t A3 2 ok O LA /D Mg F S FLA R P DU SR P A 2SR L e R OG R B R 3RO PR S Bl R A A
B Y P A ME 307 AR LA ik e i TAE AR SR B M 2R M AR B B 2, IR & 7 A TN 1M,
PR I 30 7 2 A A T o 3 b Tt A P 2 B 3 P 4 2R A i T B SR L BR DR FFAE 90 %0 LA b

FLEH A B 4 2 R Sl SRR L 03 28 e 00K O RS s L L WA AG I Yk 2 B3RO P b SR T
7 OO T A e 1k 3 SR A I TE A R AE 80 0 LA b dok B G T Y 43 S A A ME A R B AR BB AE 00 LA B, I
R P43 8 aod BE G T A T ORI S S BRI AL by T P A S A 0 A (] AR AR T PR X 2
JAUAR R REA H g 20 1T ELAF R B 2 RE AR 3 Ry AW ) 5 8 50 T 5 B B 300 7 R0 32 2l B 4 AL T Y
FEARU Z  IEM T R FEAR B 2 R X W S S 3 T P i A R B . e o 2R B PR dE A Fy
(B, DUZE I P A 288 b B T A B DG T R Ay B4R 1 By (E BN Z A0 oy = 2 S P oy 2R 889 F o (6
1E 80 % LA b H AL 55 e A o3 SR 4 RN S IR AL 3 245 10 Fy [ EEAAHRE B8 S P i Fo (5

SRR L 4 S B I FI 25 TR AR B U R RO P BCE iR 2 0 ) E BALR ROT b
W P 53 28 i W & T AR A1 LE 55 R » BB A5 2 S AG 0 5 78 B B W 3] P VR
4.3 ZOoEBXEEDH

MG, 76 2 43 K 88 B 6F 1 b, 3% #% MLP (multiLayer perceptron)™® , MCC ( multi-class classifier) 5
FMSVM #EATX L, SCEMEARESER 2 th Y FEACSE L 2 00 28 4% 0 VT A0 48 A R AR BE B UE I 5 RS A 2 L A [l
HF, A T8 bR B3T3 0735 W] FMSVM, 55 45 2 18 5 #4945 T 45 b &5



54 TR K FFR %41 A&

1.00

T mip
093 [ mce
I rmsvm

0.90

0.85

0.80 -

0.75

0.70

Accuracy Precision Recall F,

B 5 Z4HEHE5 FMSVM {EiR3TEE

Fig.5 Comparison between multi-class classifiers and FMSVM
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