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Methods of encryption algorithm performance

detection oriented to embedded system
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Abstract: Embedded system security is an inevitable requirement for ensuring the security of industrial
control systems. However, the cost-limited hardware resources may not be able to effectively support the
additional calculation overhead brought by the application of encryption algorithms. In this paper, we
focusd on the feasibility of the migration of encryption algorithms for embedded systems and the impact on
the system performance. And a performance benchmark method of encryption algorithm for embedded
system was proposed to realize the connection between the system side and the cipher side by constructing
equivalent metrics. The experiment carried out by this method covered the performance benchmark of
encryption algorithms with different configurations including domestic encryption algorithm and

lightweight cryptography algorithm with running time delay, throughput and system resource utilization as
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metrics. The experimental results show that the increase in the encryption algorithm key length will
increase the algorithm execution delay, and the increase in the algorithm packet size will accelerate the
algorithm’s running speed. The performance impact caused by the use of different encryption modes will
vary with the encryption algorithm. Direct deployment of encryption algorithm to detect system index
values during task execution can simplify the measurement and is more practical than the application of
other abstract models in industrial scene.

Keywords: embedded systems; encryption algorithm; performance benchmark; lightweight cryptography;
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Fig. 1 System side and the cryptographic side correlation diagram
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Fig. 2 The relationship between the cryptographic side and the system side elements
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Fig. 3 Digital twin model of industrial scene composed of embedded system

K B I 4 0 FOASE L 5 A i S R
. )=T,,f,:Rm >Rm,x, € Rm,T, € Rm, 2
1] PR TR (9 248 J3E o 72 1D 8 /N T 400 B A R 8 24 B2, ASE TR I A 6 25K C e ) A 3R B 00 B A T T R
R4 f, CompffbIr Bl . X T i b7 B4l IR S = RS =, Il = flx, Z [
MR R B REQ, 4t B
x, =Q,x,Q, € Rm Xn, (3)
Krylov 7 ] 75 12 & — M AR 18 T B9 BB 07 1k, 18 A% PORN 25 4 g 2 25 450, ] T 4L ) 52 5. A L
IR, AR A A A E AR o 2w Iy 3R OR RGAER 2 ¢ RS A R LA B, L Z,
F D 24k 2R AR A AT 2 R
E,x,=A,x, +B.u,
x, € Rm.E, € Rm Xm,A, € Rm Xm.B, € Rm X p, 4
y=Z.x, +Du, Z, € RqgXm, (5
K FU02H IR 2 5 A% 145 B AT LU B 5 2K AT K B ke 42 A ik (1) i 41) BIK 8 25027 S AR Y, 32 1h R AT K i e
AP — LR BIOR S B L R ML FOR B Y B A IR S e e B4 . 5 e P RS =S /) X R i A5 6]
B R S P 91 U A n, m] LA o 22 F 07 X8 SCIREFFIE Pz P(UH) € [0 1 UEREE—RE U, kL
R
P=U U---UU,=U) AN WU, <U;, | VjE{lysn—11 A,
W, NU, =l Ye &€ {1, n} VL€ A{lyny — {71, (6
K 002 A A0 T 1% i 4 11 3 080 A A 58 IUBOHE AL 5 15 5 R R B AR AR AR G e B A i B A R S
PSR X AT RE 22 MR AN R GE T I A BA B 0 28 T8 5 T 59 . 2R G MR ASE LA kg 40020 41 hy B il 245 45 G At 1 1)
J 50 SOR S AL AT 6 T S A R i AR oK
32 EHMNEARERR
S A0 o R Bk T Ak B e R TR R, A R 43 R TR R I Bk R AT A0 A . R UL B TC R A TP R
B S A 00 A % A R X R P A 0 R B S UTAR G, — i th T R o U 1 2 el S
BAS TE 5 09 2% 1 A B A 0 BTt 1 43 2 N o DRI I R DR 3 4% s A B3 >f 3 T RSO A3 A K/ 2
FLAE R W SIE A B R
TE 73 2 /N TE 1 B0 75 S B U 23 28 /N A ) DR /0 1) 0 e ity 2 el A0 S A i Sl s 1 ) o 2%



6 TR K FFHK % 43 %

AR AL PR R E O — IR B A B E o) A B RN o (o) B 2 A R AR R
FHRpCo ) MR EERR N N WIIG 53 AR/ Sy x o 28 i AOIRASHE M g X B F 1 ) 5ok &
PRGN K S — A B P B K B — 5 0 AR e B AR T s PR s o AL TR 43 4 2 A )
T Bk AR R SRR
E(X.K)=p(g(A,X,;.K;),N),i € 1--N , (7)
1A T 2 A 2 300 B 43 200 5 A A0 o 8 vk AR b, SO AR G RS T C e ) e SO C L T A
T R AR R AT R
C=T(EX;,K)), i€ 1N, (8)
N T 18 42 ) e 2 S 5 0 A TR B A7 2 A AR ) B i . A 0 28 5 72 1) % Ak 5 R R R A TR A R O
WART gCoOEARME BRI, %000 A E 55k A BB 5 o () HBS 3 28 G800 i 1 R 7= 2 B i L 22 4 1
BB g o ) A AL B A — R 2% SO A A /IR S PR 5 R I 43 201 AT LA B A 2 A B 3
R B 2 1]
WP S K B R G TR S A K R B BTl S K . M K — e it K
Xt 28 T A0 ) 5 T A L AE AR B A BA) ek 2 B ) e D) R PN A SR BN L B B ] R N A 4 38 T 5 8 e L
MR . B AT AR (b RN 2% 8 U A A 56 B St O 1 4 A 1 B 1 AR, HOJR R R I IR S N AE B
TR R B 0 T R A AMIE PR B HE K , BEPICHE 5 43 2K R R A BT 0 A ) 4 R Al T E AR
F14 BH SC P9 25 10 B Ak BV R
35 R A TR ) R B U B ML B 0 e BT 3L A TV (TR ) 5 salt GERAED BB 2 . 3% 7 1 %6 %
A T 5 4 552 W U, [ 400 s A 1 5 2% 8 K S (X 22 s 000 17 T 1) BsF i) S50 PN A7 1) 5% Wi ) 2 4 7 FH FF 48 2 BB AL o A%
IR
SR AT A # B S 0As TC- ) MR R Je a7 B0 Jin 25 A5 =02 L T8 A ECB B2, 43 41 22 8] Al 37
TS L DRI S 23 7 A AR A A Y TR L %5 SO 2 A B2 CBC 5% S0 it CFB R 43 316 17 021 5 84 0 . CFB
B2 SRR A O BE LA M TR B S S A R — BT SO T RS . B R OFB A0S CFB 284U, 1
SR I TR P A AR SR R b — RN A e s LR P A R A AN A L R E AR S R T
CTR B2, B A0 75 2251 ATHECHR , 38 Xt 5088 i B4k .
33 AXRGENZE L HEERES
TR AR R G R TSR B U8 508 {5 B8 R, 7E S A R 2 AT i A X R G 8 e
Tk AL 7 0 A R R G AR R 2 ) Y I SR S S e LB R A A T 4 TR . o
YA i A 2 A HEAT IR0 50T 2 10 5 By A 23 4 Pk R A 3 04 o o Bk s A AR 52 3 0 T i A N R B
B I Ak
RGEM-IRAR TG TR

1

W
N

B4 REMNEZBMUHESERIMRIER
Fig. 4 High-level abstract frame on the system side and the cryptographic side
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Tablel Encryption algorithm and configuration table supported by benchmark

PR GRS W (A T A58 2 Gr RN (i) HoAt
AES 128/192/256 CBC/CFB/CTR/ECB/OFB 128 10/12/14 %%
Blowfish 128 CBC/CFB/ECB/OFB 64 16 %%

Camellia 128/192/256 CBC/CFB/ECB/OFB 128
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CAST5 128 CBC/CFB/ECB/OFB 64 CAST-CBC
DES 64 CBC/CFB/ECB/OFB 64 DES3
DES-EDE 192 CBC/CFB/ECB/OFB 64
DES-EDE3 192 CBC/CFB/ECB/OFB 64
DESX — CBC/ECB —
RC2 40/64 CBC/CFB/ECB/OFB 64
RC4 40 ECB 64
Seed — CBC/CFB/ECB/OFB —
SM2 256 — —
SM4 128 CBC/EBC 128
Simon 64/72/96/128/144/192/256  CBC/PCBC/CFB/CTR/ECB/OFB  32/48/64/96/128
Speck 64/72/96/128/144/192/256  CBC/PCBC/CFB/CTR/ECB/OFB  32/48/64/96/128

LA AES i 535 o 0 ACRAR 20 Mt o AES i 58005 0 1 6 411 B2 L 78 e 0 i A A 1A N TR Y
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P TR CTR TR 2 RT UG B de ey B9 A ke 5 B R p S I, (LG8 LAl M RC B8 17 AES B34 H
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0 0 HE A B A s A TR N ARSI L 5 DA 3R T 3 5 O SR A A 3K 1Y R G G B A I T X
A ERRIZAT L TE Petalinux i AR GE W IR 58 R BIIRIE T 705 CPU W], AR FC & 9 AES $53% B HTRY
PEREM PP Z5 2R T 3% 2 PR

®2 ARERE AESHEMERENER

Table 2 AES algorithm performance test results of different configurations

YK E iz kAL Jon 2 455 = FERT /ms (hRifEZ) it (MB/s) CPU/% WA 5 /KB
128 i 10 % CBC 511.48(3.67) 17.044 50.58 12 285.44
128 fif 10 % CFB 510.12(3.73) 17.089 5 49.78 12 434.88
128 fii 10 % CTR 434,3(3.84) 20.073 5 49.87 12 340.16
128 i 10 % ECB 488.36(3.40) 17.850 9 49.98 12 082.24
128 fii 10 % OFB 504.6(3.17) 17.276 2 50.49 12 231.68
192 fif 12 % CBC 569.32(3.93) 15.312 4 49.98 12 267.84
192 i 12 % CFB 571.2(4.31) 15.262 1 50.20 12 324.16

192 fif 12 % CTR 487.54(4.19) 17.881 4 49.92 12 227.52
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HHRE IR A i 8 = HE I/ ms (bR #fE25) i (MB/s) CPU/% WA 5 /KB
192 i1 12 % ECB 558.84(3.86) 15.599 6 50.15 12 179.84
192 fii 12 % OFB 565.52(3.31) 15.415 1 50.73 12 299.84
256 fif 14 % CBC 631.66(4.02) 13.801 1 50.52 12 342.08
256 fir 14 % CFB 632.48(3.83) 13.783 1 49.85 12 288.32
256 fii 14 %% CTR 540.98(3.63) 16.114 5 50.17 12 230.08
256 i1 14 % ECB 620.24(3.14) 14.055 49.98 12 075.52
256 fif 14 % OFB 625.12(3.44) 13.945 3 49.91 12 148.8

K5 R TS B S S K B AES BEE iR AN RGP W IE I}, CBC.CFB 5 OFB fin % & =X
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Fig. 5 AES algorithm execution delay for different encryption modes and key lengths
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