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Intranet file encryption system fused with quantum key

WU Jianan', TANG Qi'. HE Manli', JIA Wenchang'. ZHOU You®
(1. School of Computer Science and Technology, Changchun University, Changchun 130022, P. R. China;
2. School of Computer Science and Technology, Jilin University, Changchun 130012, P. R. China)

Abstract; With the rapid development of quantum computing technology. encryption technology based on
computational complexity is facing a huge threat, and single firewall technology cannot completely prevent
hackers from intruding and attacks from the Intranet. The strategy which combines the firewall and
quantum private communication technology can solve the above problems effectively. This paper designs a
file security system in LAN based on quantum key, using quantum key to encrypt the internal privacy files
of the LAN and one-time-pad encryption method can effectively prevent the loss caused by file stolen. The
system is composed of two parts: the client software with the file processing unit as the core, and the
server with the encryption/decryption information management module as the core component. In order to
increase the complexity of ciphertext, the security of key store and the calculation feasibility, this paper
proposes three key processing methods: mixed ciphertext splicing, misplaced mixing of weak password and
intelligent matching of quantum key, which effectively improve overall security of the system. The
effectiveness, security and feasibility of the system are verified by the system function test and network
simulation analysis.
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Fig. 1 Splicing of sequence and first-level ciphertext

1.2.3 35 v A4 1s F 4L
T MG PR A L e RGTRENL A LS A ST A A TP BOE B RS LR X e B R AT A
SRR ERCERLE Y] 58 10 AR R R A SL AR L AR 2 TR

PAE—A0-7 | _| FE—40-9 | _| FHE—10-9
A B RgC

{
FeHE—A0-9
D
i
F=E—40-9
RE

YES {

P 1=0 and flE—1 4
- < 655357 S=Ax10 000+Bx1 000+Cx100+Dx10+E

NO

(a) 3 A4

s AR ETFEHN BT ABLEHN
! HEFST CHEHS2

!

BRI 04 HI
SCHFHLS3

#

B3l s 1S Fe g
B FEAHEAS3

l

PR R 5 SR A b U
E MSIRISAETUIBARIE [~ ﬁgﬁ@%ﬁ‘}fﬁﬁfﬁg
HAS2H

(b) Bl

B2 BAOSHEMERL

Fig. 2 Misplaced mixing of weak password



44 TR K FFHK % 43 %

1.2.4 HHAE TR

AT 5 Bk SCPF BEAT o i B 0 5 A e, Sy 1 DR o 2 B SO RN R TR R AT L PR T —

PP REE T i . A5 i T A E T AR RN A7 A e oL SR R RE 2 D081 049 T7 2 il R BN AT B LR
T 2R 0 8 HH 5 SCPF /N DL IS 1Y 2 AR e 2

B ST R /N 345 kB, TR EAAEIE O . IR 1 s,

*x1 EFEHAEMHRBRE
Table 1 Storage of quantum key

WHR /KB B e FH AR/ KB EAE e
1 100 50 20
5 50 100 20
10 50 300 10
20 50 500 5

YR BEIL R R AN 3 FR

L HLgEHIRA @
M kb - Intelligent Matching _— 345 kB

5kB  50kB 5kB  50kB 45 B< 100 kB 5 kB

{kB 10KB 100kB Sookp JSKB<S00KB 145 jokB 10okp  *SKB<30KB 50 kB
-300= 45-20=25 kB
20kB 300 kB SIS 20kB 300kB 25_20-5 kB 20kB 300 kB
5-5=0 kB
B

B3 ZHERCEIETEE

Fig. 3 Process of key intelligent matching
2 RHgigit
RYCRH C/S B, FEd iR 18 P A \MAC bk 38 31 7 B 2 P15 B 4 0y TRy ik

55 s CHLFR I/ ik 8 1 545 B HO DL IE 48 1 SCA A BEBATC 1 25 7 o 2H i o i 7 1 986 B 104 Ry Bl 1) S
LA RYUERGE K AR 4 IR



% 11 449 FEMHEF . BREETENVARNIHHNE 24 45

el I__§| D — EE D"
a AR\ :ﬁﬁiw>\iﬁ&bﬂﬁéfn I

O @ @ O Ié
R _l %% || &2 %% -

MAC
WISCCHED B XAl | ac WIS
DRk o ||#e mw
T T S e | A%
i O K 40, A T

/ N

|
|
|
|
|
|
|
|
|
|
|
|
|
R BN e PR iR |
Y (o) ||+ T2 \ i |
|
|
|
|
|
|
|
|
|
|
|
|
|
|

A
G 4] piIIV R SR R iia £
}§ @

@B MACHLE I & 2% XU Ee| BAms | Nh
yilli:dug A | B|GLD H 1
E|F|C|H ORI | 2
SR R I|J|K|L MRS T3
M|N|O|P B 2

N wOEREOER
—

B4 ETEFTEANRBENAIGRERGEME

Fig. 4 Structure of file security system in LAN based on quantum key
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