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Study on type analysis and identification of Ethereum Ponzi scheme
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Abstract; As the number of investors in the blockchain investment field increases, the impact of Ponzi
schemes hidden in smart contracts becomes worse. Although some researchers have begun to pay attention
to the Ponzi scheme in the blockchain, most of them remain at the level of detection. This paper will
conduct further research on the basis of the existing Ethereum Ponzi scheme detection method, and propose
a novel Ethereum Ponzi scheme type identification method. The method is based on the source code and
transaction record of the smart contract. By analyzing the extracted keywords, we match the keywords with
the source code of the contract to be tested, then combine the logic of the transaction record, and performe
a secondary analysis to determine which type of scam the contract belongs to. Experiments on the real
dataset of Ethereum show that the classification accuracy of the method can reach 80% compared with the
results of manual classification. This study will help researchers and investors better understand the nature
of ethereum smart contract ponzi scheme.
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1 function enter(address inviter) public {

2 uint amount = msg.value;

3 if ((amount < contribution) || (Tree[msg.sender].inviter !=
4 0x0) || (Tree[inviter].inviter == 0x0)) {

5 msg.sender.send(msg.value);

6 return;

7

8 addParticipant(msg.sender, inviter);

9 address next = inviter;

10 uint rest = amount;
11 uint level = 1;
12 while ( (next !=top) && (level <7) ){

13 uint toSend = rest/2;

14 next.send(toSend);

15 Tree[next].totalPayout += toSend;
16 rest -= toSend;

17 next = Tree[next].inviter;

18 level++;}

19 next.send(rest);
20  Tree[next].totalPayout += rest;
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Fig. 1 The core function source codes of Etheramid
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1 function enter() {

2 if (msg.value > 500 finney) {

3 uint Amount=msg.value;

4 Total Players=depositors.length+1;

5 depositors.length +=1;

6 depositors[depositors.length-1].EtherAddress = msg.sender;

7 depositors[depositors.length-1]. Amount = Amount;

8 Balance += Amount;

Total_Deposited+=Amount;

10 uint payout;

11 uint nr=0;

12 while (Balance > depositors[nr]. Amount * 200/100 &&
nr<Total_Players)

13 {

14 payout = depositors[nr]. Amount *200/100;

15 depositors[nr].EtherAddress.send(payout);

16 Balance -= depositors[nr]. Amount *200/100;

17 Total Paid Out += depositors[nr]. Amount *200/100;

18 }

19 }

O
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Fig. 2 The core function source codes of Crystal Doubler
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Table 1 The Trasaction statistics of Lucky Doubler

25K BREB/ W BEREH/ UK R/ R BERE R LR BB [l 4R
0x 61 964 4 4 19 4.55 1.137 5
0xFe0A3 5 5 5 6.25 1.25

0x 68 483 3 3 1 1.25 0.416 666 667
0x710F7 1 1 0 0 0
0x07e2E 1 1 0 0 0
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1 function invest() payable

2 accreditedInvestor()

3 {

4 fee = amount/2;

5 balances[owner] += fee

6 uint dividend = msg.value;

7 uint fee = ownerFee(dividend);

8 dividend -= fee;

9 for (uint i = 0; i < investors.length; i++) {

10 balances[investors[i]] += dividend *
invested[investors[i]] / total;

11 }

12 if (invested[msg.sender] == 0) {

13 investors.push(msg.sender);

14 invested[msg.sender] = msg.value;

15 } else {

16 invested[msg.sender] += msg.value;

17 }

18 total += msg.value;

19 LogInvestment(msg.sender, msg.value);

Bl 3 PonzICO #%>IhgE B R FD

Fig. 3 The core function soure codes of ponzICO
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1 function() payable {

2 if(round == 1) {

3 if(msg.value != startingAmount) {
4 throw;

5 )

6 } else {

7 checkAmount(msg.value);

8 lastDepositor.send(msg.value);,

9 !

5
10 lastDepositorAmount = msg.value;
11 lastDepositor = msg.sender;

12 nextAmount = msg.value * 2;

13 increaseRound();
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Fig. 4 The core function source code of PonziScheme
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Fig. 5 The flow chart of ponzi scheme classification
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Table 2 The discrimination of tree structure type keyword Table 3 The discrimination of transfer authority type keyword
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Table 4 The discrimination of array structure type keyword
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Table 5 The effect evaluation of keyword matching

%51 iR PERE S F {&
) 45 kg 0.9 0.64 0.75
AL 0.73 0.71 0.72
BATEH 0.43 0.52 0.47
R AL IR 1.0 0.5 0.67

R 18] DU NE N 22 5 10 Sk A A O ik R ZR B AR AR BT AN 6 BT
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Table 6 The effect evalution of keyword matching combined with

transaction recored analysis

25 iR PEREI S F {8
L) 0.9 0.64 0.75
Vi 0.86 0.92 0.89
TR ] 0.80 0.76 0.78
R ALIR 1.0 1.0 1.0
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