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Abstract: The security of color image has always been concerned by scholars. To deal with the defects of

traditional color image encryption algorithm. such as poor scrambling effect,weak diffusion characteristics
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and resistance to statistical attacks,this paper presents a Hyper-chaotic Color Image Encryption Algorithm
based on Hash and DNA coding. In the proposed algorithm, the parameters of Arnold chaotic map are
generated by hash algorithm first; then, combined with Arnold chaotic map and Logistic chaotic map, the
image is scrambled in three dimensions of R, G, and B; Finally, the image is chaotically processed using
DNA coding. The theoretical analysis and computer simulation show that the proposed algorithm has good
encryption effect, and it has good resistance to statistical and differential attacks.
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Table 1 Eight coding / decoding rules of DNA sequence

1 2 3 4 5 6 7 8
A 00 00 01 01 10 10 11 11
T 11 11 10 10 01 01 00 00
C 10 01 11 00 11 00 10 01
G 01 10 00 11 00 11 01 10
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Table 2 Addition and subtraction of the first coding scheme

+/— A G C T
A A/A G/T c/C T/G
G G/G C/A T/T A/C

c/C T/G A/A G/T
T T/T A/C G/G C/A
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Fig. 1 Comparison of Lena before and after encryption
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Fig. 2 Decryption graph of wrong key
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Table 3  Vertical pixel correlation

AR/ RS R H B

R bR 0.970 9 0.969 5 0.945 2
Hk11] —0.023 9 0.020 1 —0.016 1
SCHR[15] 0.008 6 0.008 2 —0.005 3
SCHRE 0.004 1 0.004 3 —0.002 3

R4 KFHEIEEXNE

Table 4 Horizontal pixel correlation

ER7S R H B
Je B Bk 0.930 1 0.950 8 0.929 6
SCHk[11] 0.027 0 —0.016 8 0.015 2
SCHk[15] 0.016 3 —0.014 5 0.009 8
SCHRLE 0.001 6 —0.007 1 —0.003 1

x5 AEIEXE

Table 5 Diagonal pixel correlation

SRS R H B
Ji i Bk 0.939 9 0.948 1 0.900 1
SCHk[11] —0.012 6 —0.018 5 —0.018 6
SCHk[15] 0.011 5 0.016 3 0.015 6
PRk —0.008 9 —0.007 1 —0.004 7
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Fig. 6 B-plane correlation of plaintext image
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Fig. 7 B-plane correlation of encrypted image
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Table 6 Information entropy

Bk Hy Hg Hy

JE4f 7.259 7 7.589 6 6.977 7
Ckl11] 7.539 6 7.862 0 7.301 0
LHk15] 7.985 6 7.986 0 7.979 6
LA 7.992 8 7.993 8 7.990 6

TR SO R I e B AR B AR SR S 8L TSI MU R RE T B .

H, =—>,pGm)logpGm) 10
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L AD~=12) 5 £ R AT 2 NPCR(the number of pixels change rate) fl UACI(the unified average

changing intensity)iX 2 W45, b 2 TE b5 R m T KR 0 2 0 BGEACPLRE )1 . BB R 4 S 09 R -1
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Table 7 NPCR and UACI analysis %
GRS NPCR UACI
SCk[11] 99.19 31.06
SCHk[15] 99.45 34.58
SR 99.68 37.01
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Fig. 8 Analysis of anti-jamming capability
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