%44 K F 11 TR XK F F IR Vol. 44 No. 11
2021 4 11 A Journal of Chongqing University Nov. 2021

doi:10.11835/j.issn.1000-582X.2021.11.010

3L J Transformer #j 28 P 2% 15589 () I 28 N\ s i Jiy 34

FER AHEL,E OF,E5 L. X!
(L.ART&HEE AN S ARFHRE,F M 450000;2. 8 F & WA RAS, k% 100031 ;
3.E M T &g B A E L F N 450000)

HE MAANZEN — AARIAE ML ELE T RFMEGREESZ — FHAEANZED T
HERRAERRE R, RANEF I Z i MEENER, R S 28T ANZT AT 48X M,
BRI BANAZAIT A AR, R T L4 % % B2 & A HUH Transformer M 4 4
A, VAR e A Yo B ATAC R AT 22 W 4 KE A R S Mk Sk BB 1) JF 4K 45 K 64 19 A, 38 it ik BR AR G R K B
H AP BB AT HATNG, EHRBANAZATAEN, FIHLEREW, A T Transformer M % 4
AU LENAZAE N T ik S AMIEE LR T 99% A Lot E fe ek &

KR N2 AR ;B AP 2 W 2 Transformer; B E & A REF 3

HE5 S TP391 MERER SRS A X EHS :1000-582X(2021)11-081-08

Network intrusion detection method based on Transformer

neural network model
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Abstract: Network intrusion detection has always been one of the key tasks in network security. Traditional
network intrusion detection methods mainly use machine learning method to construct detection models by
extracting multi-dimensional features, while most of them ignore the time correlation of intrusion
behaviors. In this paper, a Transformer network model with multi-head self-attention mechanism based on
dimension reduction feature was designed by extracting the time sequence features of network intrusion
behavior. The proposed model solved the problems that traditional serial sequential neural network models
are difficult to converge and have a large time consumption. The optimal loss function and training
parameters were selected to implement the network intrusion detection. The experimental results show that
the network intrusion detection method based on Transformer network model achieves the accuracy and the
detection rate of over 99% in multiple datasets.
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Table 1 Network intrusion data set
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Fig. 2 Data distribution of KDD-Cup-99 and NSL-KDD
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