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Blockchain-based dynamic trust delegation access control for
body area networks
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Abstract: In body area network (BAN) environments, traditional access control models face challenges such as
single points of failure, rigid permission structures, and limited support for dynamic authorization. To address
these challenges, this study proposes a blockchain-based dynamic trust delegation access control model for BANSs.
To effectively reduce storage and computational overhead, a lightweight two-layer blockchain architecture is
designed, in which global policy management is maintained on the main chain, while specific service operations
are processed on the subchain. In addition, a multi-smart-contract access control framework is developed to enable
the automated management and execution of delegated authorization. To support dynamic permission adjustment,
a trust evaluation mechanism integrating identity credibility, behavioral history, and real-time physiological
context is further introduced. Experimental results show that the proposed model significantly reduces permission
verification delay and emergency access latency, improve the success rate of delegation operations, and effectively

reduce storage overhead. Overall, the model provides secure, efficient, and flexible access control support for
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resource-constrained body area network environments.
Keywords: body area network; blockchain; access control; delegated authorization; dynamic trust evaluation;
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Fig.1 BTDAC-BAN system architecture
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API i ASHL i 4 Ty RE ik
B ZHEH M bk PR ID HRAES
createDelegation ;’z%ﬁ'}&,ﬁﬁ\ﬁj{?ﬂ?;“‘ ZHEID BB ZHC I R AU IR B A 2 T 8 H
verifyDelegation 1 [n] 35 Mkl | %% U5 1D 45 A 7Y i R AE RUETE E BICER B A
revokeDelegation ZH 1D ¥ A TR E B R INEIRR & v
getDelegationInfo Z4E 1D TG R A ifdE 2 B TEAE R

4 P S V5 0] 3 SR I, DMC 3 2ok 38 75 22 6 0K 2540 R 50 ik 22 46 6 1) 56 B 1k LA R0, B DR A RR A% 338 1Y
AfE .
132 5 s bty
1% 458 )% 4 24 (context-aware contract, CAC) J& 4% 3 G0 (1 TR 56 0 , 171 5% 4R B30 2 A5 A TF Al O it e ¢
B Vs ) H PSR o A 2 A B E AT AT SRR R SCE AR SE IR AR AL AR I E o 1 SRS
Ly R E AL PR R a1k 2 s
*2 BEBRYNEAANBEETHER

Table 2 Trust evaluation factors of context-aware contracts
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Table 7 Emergency access performance
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