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Application of Chaos Theory in Cryptography

ZHANG Hong'* , ZHOU Shang-bo’
(1. College of Computer Science and Engineering, Chongqing Institute of Technology, Chongging 400050 ,China;
2. College of Computer Science and Engineering, Chongqing University, Chongqing 400030, China)

Abstract: Cryptography has the crucial importance in modemn info-society. The merits of chaos have brought a new
means for the design of cryptography. As a brilliant achievement of modemn cryptography, chaotic cryptography has great
potential and becomes more and more popular in info-security field. The corresponding problems about cryptography and
chaos theory are discussed in detail. The theory and method of the chaos-based cryptography is analyzed, the recent re-
search development of chaos-based cryptography is expatiated. Both advantages and disadvantages of chaos-based cryp-
tography are summarized and the future research trends are outlined.
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