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Realization of Digital Envelope Based on Microsoft
Cryptographic Architecture

ZHOU Cheng, GUO Zheng-rong
( Graduate School of Chongging Communication Institute, Chongqing 400035, China)

Abstract: Digital Envelope utilizes the advantage of Symmetric and Asymmetric encryption algorithm and it is a safety
and efficient encryption technique. The cryptographic architecture of Microsoft OS, the use and managewment of Microsoft
certificate are introduced. Then, the principle, step and the algorithm of how to realize digital Envelope with the digital
certificate and CryptoAPI functions is described. The experiments of many encrypting text data with the certificate of
Win2K are done. These experiments prove that the Digital Envelope technique can ensure the data transmissions’s con-
fidentiality and authenticity, and it” s high encryption speed can meet the requirement of actually application.
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