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FPGA optimal implementation of AES based on Verilog HDL
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Abstract: AES algorithm is a widely used cryptographic algorithm. To improve AES algorithm, it’ s
proposed to repeatedly call key expansion module to realize efficient use of the code. Ten-round keys are
generated at the same time,and operations of add round key are achieved by the control module. The key is
called repeatedly when the AES algorithm is running for encryption and decryption. The realization of AES
is verified by modelsim6. 1f. AES algorithm is designed with Verilog HDL,and a clear description about the
critical core code realization of the process is proposed. The hardware implementation is verified by FPGA.
Experimental results show that the optimized AES algorithm has only 3 531 slices,5 522 LUTSs on a Xilinx
Virtex-V FPGA. Our implementation occupies less area and it can get the same performance with comparing

with other implementations of the AES,so it can meet application requirements of smaller chip, which can
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make the AES algorithm be applied to the popular small area on the smart card. It can make the AES
algorithm use in the smart card.

Key words: AES(advanced encryption standard) algorithm; Verilog HDL; FPGA implementation

B Im# FrE AES(advanced encryption standard) F 2001 4R 32 8, A TBUC R ] DES jinss 54 93: , #H&
Ry Xt B A S T B AT — A . AES BULH AT 2RI R IR T RN AR FERE
B se By bl T RS ORAEA NN IS AT L 0 RS R HCHE 1 R A ki O IR A 5E R
MG bR I A % R AES 2505 5505 7685 8 - B3 04 52 BU A BT 5 (0 A1 D) € AR W2 U8 /N i BRURRAE . [l B, ) 1
WA BT AR 15 5 Verilog HDL By AES #0555 7T BE & P Ry 0 TR 7™ R J5t B o — 28 G HEAZ O AR Bk
D ECEE IR RERAS RE IE#IB AT .

EHEVEMBUAR T AES 5L Verilog HDL 88 {418 55 52 3 4 1) ok B A& S B F OB O AR 0 4T T
15 IBE A3 O X AES B33 1Y) S5 B3 2ok A5 B (1] 8 Y 9 1 552 00 R 19 3 280F D » B AIOES 1T AR s 28 modeelsim6.
U B IE B R )5 54T T FPGA BRI

XF FPGA G52 BLEAT 1 S50 45 R OE 0 PR B0k . 55 B[] 19 3 42 08 FH ] DA AIR AES (0 88 4 52 30 1w AL, DA
Ay LA AES 523k 0 HT T H BT AT /& Fh AV g R B A B L 2 Rt it —E 2%
ME>

1 AES EE#E

1.1 HXEX

PR € 53 3ck 1] .

X1 —AH brbsbsbibsby by by HIRM T b A AR R A BN 0. 1) ZHE 6 2 T by + 052" +
bsx® + byt by 2P b, 2t by by,

EX 2 GFQ2Y) Efnik e Loy — gt 2 020k 800 2B 2 I CGra) .

EX 3 GF2Y) ek Lo —#k i Z 3R UL 8 IR AT 2 Z I A B R L 1% 8 RN A] 24 2 T3
Kom() =242+ +2+1,

EX 4 HREL xtime 5 LR GF2Y) M 2« b(x)  F5 by =0 F N b KRS — 0, =1 WFA b 2B —1{i
BB “0x1B”,

EXS5 —NEEZHRK a(x)=a;2° ta, a2 Tarxtay 52K b(x)=b,2° +b, 2> +b,x+ by FAFH K
432 53 AT LA 4 e 3 vk e 3k

Co ap, dz d; A bq
1 a a, das a; by
_ , (1
2 a, a, a, as||b
C3 as as ay Aay [73

Forp J5 B e — PR . 7 AES-Rijndael %8550 1% b, 3 15 5005 fH IR T o — AN 8] € A 395 I8 19 22 100
2o DT PR IE 3R 5 14 AT 3964
1.2 AES &%

AES 2 — Mk RUBI B S A 128 frmy 4y A B2 = Rhn] e 85 A B2 0 128 17,192 7,256 fii. ZH A —
A AAT NN, =B B /32) B —AE RS B B B30 4 AT N B ON, = 313G /32) , B0k s e 1 [
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10 3t S AR BT A R PR AT LA B I e A R A b — > R A R E 5 e A B R AR . BRI
G AL AN 10 5 PRl 9 Fead R A BT DO o (R AN Beatad R al 0 O 7 R G AT AL SR A S P RR
A ARG B P YT TR AR HRORE B B S N/ A o b T G B B T 4 % BT B0 IR PR P e SR L [
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LYz .

i 3 T AR i E A R AT A AR A s AR OB R AE T RS A RSB AL E S T

BRE RO A IR A . oAl )E st R E A 3.

Bl 4 9 AES BIESCE M AR TAR AR
TEARBLT A7 128 (78U 16 SEH 2R AP AL 1 s .

®1 FHAXTER
S00(1—8) S01(33—40) S02(65—72) S03(97—104)
S10(9-—16) S11(41-48) S12(73-80) S13(105—112)
S20(17—24) S21(49-56) S22(81—88) S23(113—120)
S30(25—32) S31(57—64) S32(89—96) S33(121-—128)

2.2 FhEBK

TR Verilog HDL & 5 &
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B2 AES BEfii2E B3 UEm AES ZHMKER
always @ (a)
case(a) Frih
8'h00:d=8"h63;
! __ ol .
8 h01:d=8hTes [t asmonienos: |
8'hif:d=8'h16; T
endcase N
K I F | Rt e |
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mwave-default
File Edit View Add Format

|DE@& s BB
[+ /sbo_tb/d |7

[+Jp /sbox_th/a 26

5 SEFEERE

S/oo = {02} Soo @ {03} SIO Szo @ {01} S309

PR N 1A 1B Soo ZE R — A5 S8 10545 AN 140K Soo 28— 17 .

2.4

TEA Y Verilog HDL iR (RS an ~

function [ 31:0] mix_col;
input[7:0]s0,s1,s2,s3;

reg[7:0]s0_o,sl 0,52 _0,s3 03

begin

mix_col[ 31:24]=xtime(s0) "xtime(sl) s1"s2°s3;
mix_col[ 23:16 |=s0"xtime(sl) xtime(s2)s2"s3;
mix_col[15:08]=s0"s1"xtime(s2) xtime(s3)"s3;
mix_col[ 07:00 ]= xtime(s0)"s0"s1"s2"xtime(s3) ;
end

endfunction

function [7:07] xtime;
input [7:0] b;xtime={b[6:07,1'b0}*(8' h1b& {8{b[7]}});
endfunction
SR
S = ((S[1] = 1)?7(Sy, <<<< 1) 8 hlb:(S,, <<<< 1)) ((S[9] = 1)?
(S, << 1S, 8"h1h: (S, <<<1)S1,8%S;,
Xtime pRE/EHIE B 1k U A 4 2E o 38 A 78 07 S SRR L T LU R0 7 1k e o7 Ui A
BT E
T — 0 1 B AT AT — R B AR A IR R R AR Y
w; = w;, 4 @ Sub(RotByte(w; 1)) @ Rcon,

Wit — Wi-3 @ Wi s
Wity — Wi @ Wit s
Witz — Wi @ Wit s

YT RIS R 6 s .
Oy S B 8 e B ) P A A B e A G i R AR P B T R B R A Y - e B e g KR

AT

REHIEE .
TEAH R Verilog HDL i i AR5 40T -
always @ (posedge clk)w[0]<=reset? key[1:32]: (ready? w[0]:w[0]sub rcon) ;
always@ (posedge clk) w[1]<=reset? key[33:64]:(ready? w[1]:w[0]w[1]sub*rcon);
always@ (posedge clk) w[2]<=reset? key[65:96];

(ready? w[2]:w[0]w[2]w[1]subrcon);
always @ (posedge clk)w[3]< =reset? key[97:1287: (ready? w[3]:

w[ 0 "w[ 3] w[ 2 ]w[1]sub‘rcon);

o FIWT Soo it

€Y

5
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always@ (posedge clk)
begin
case(count2)
, ) StateQ
4'b1001 ; begin
rcon=01000000,{w[0]},
outcopy[ 0]= {w[0],w[1],w[2],w[3]}; esetel w1} w(2]w[3])=key,
out<_=outcopy[ 0 ]; il r<t -

count2<C=4"b1000;

end

4'b1000 : begin

outcopy[ 1]= {w[0] w[ 1] w[2] w[3]};
out<_=outcopy[ 1 ];

count2<Z=4"b0111;

end

4'b0111 :begin

outcopy[2]= {w[0],w[1],w[2],w[3]};
out<_=outcopy[ 2 |;

count2<<=4'b0110;

end

4'b0110: begin

outcopy[3]= {wl[0],w[1],w[2],w[3]};
out<_=outcopy[ 3 ];

count2<<=4'b0101;

end

4'b0101 ; begin

outcopy[4]= {w[0],w[1].w[2],w[3]};
out<_=outcopy[ 4 ];

count2<_=4"b0100;

end

4"b0100 : begin

outcopy[5]= {w[0],w[1].w[2],w[3]};
out<_=outcopy[ 5 |;

count2<C=4'b0011;

end

4'b0011 : begin

outcopy[ 6]= {w[0].w[1].w[2],w[3]};
out<=outcopy[ 6 |;

count2<=4"b0010;

end

4'b0010; begin

outcopy[ 7]= {w[0].w[1].w[2],w[3]};
out<_=outcopyl 7 |;

count2<=4"b0001;

end

4"b0001 : begin

outcopy[8]= {w[0].w[1].w[2],w[3]};

Statel

state2
out={w[0],w[1],w[2],
w[3]},ready=1

rcon<<1*1b00000Ircon
<<1,out={w[0]},w[1],
w[2],w[3]},1d_r<=0

counter=0

6 REHRBE
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out<_=outcopy[ 8 ;
count2<Z=4"b0000;
end
4"b0000 ; begin
outcopy[ 9]= {w[0],w[1],w[2],w[3]};
out<_=outcopy[ 9];
count2<<=4'b1001;
end
endcase
end
[Fi) A SR TR 58— e f P %9 3 ) 1 %5 1 M (217 e 151628 aed2a6abf7158809 cf4f3¢) 347 I i A4 % 52 B0 iF
PE. A5 AIRHT 3 FE UM S RN B 7 FroR . ] moelsim6. 1 45 B E R AR A5 R A0 8, A 4 LR fn
K 9,

ﬂ 5 MR
#0
#
# 15 2b7el1516_28aed?af_abf71588_09cific
#0
#
# 25 alfafel?_88542ch1_23a33939_2a6c7605
- : 1 #0
Cipher Key @ Roundkey1 = Roundkey2 #
: i | # 35 f2c295f2_7a36h943 5935807a_7359ETF
B 7 ikEE B8 M4EOTHERHY

1] wave - default

2b7e151628aed246:
Intomykey_test/out 4e54f70e5f5ic 9304

NN

B9 HEENERFHEREH

X5 9 B BEAT 23 1T AT LA B AS B HR IR S B8 T 5 A0 R H o 2 1 T2 45 IS 9 B R TR ot
WAL AN WG AL counter {6,

D EYE W IR AE 4 w[0]~w[3]. 1d_r f§ S I EWE 0>1>0./F K — D F5 & . &R key
g n] LUT 461247 .

2) 38 i S SR AE AR BB L W R R B R A . R A R O ready {5508 1. UEHTRA
FNE 10 BB A A G UG E R BB TGRS IR 1L R A R Y

AR N 0sready (550 0.1 A 10 58917 A58 ke .

Horp B S G 0882t LU AU 58 1

sbox u0(. a(tmp_w[23:16]),d(subword[31:24 ]));

sbox ul (. a(tmp_w[15:08]) ,d(subword[23:16]));

sbox u2(. aCtmp_w[07:00]),d(subword[15:08]));

sbox u3(. a(tmp_w[31:24]),d(subword[07:00]));
2.5 FPGA =i}

Xf Verilog HDL L4k 52 3RS AES 5248 A ISE9. 1 47 255 05 B, FF f & F) 1 EDKO. 1 A= s i S
J& » F#F Xilinx Virtex-V FPGA *ﬁii&ﬁ@#iﬂdﬁﬁﬁﬁ B e

S b T Ak e B n
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JE W (state) : 3243f6a8 885a308d 313198a2 0370734

25 5] (key) : 2b7e1516 28aed2a6 abf71588 09cf4f3c

25 W (result) :3925841d 02dc09fd dc118597 196a0b32,

FIHTIF RV K HM5 =75 T. A Modelsim 6. 11 {j EL45 A& 10 5

10 EEABRFEHHOMBHHERE

SR )G .75 EDK FREE T U A & TP #% .2 FPGA ¥ 8 b I, A8 iR LT 2% 30 B bR b i B 14 LR O
G il JTAG %43 FPGAL Nz 7. i MR L o Bonis 1745 K. HERWE 11 s, A
S 245 R P b AT LA AR A S SR

BB Xilinx 22 6] [ Virtex-V FPGA F 255 T 2058 B0, HAE B0 & an & 12 firos, @2 W IR
THFERE BN IE 13 B AL b FH T 3 531 4 Slice,5 522 4~ LUT Ml 2 057 4~ FLIP FLOPS, [f] i #4512
OIS A 2R BT LA A =X 3t 58 2% 3 R O . throughput = b_length X number of b _sametime/latency =
128 bits/10 ns =12. 8 Gb/s, , MR %¢ P4 5 &1 13 I 55 [l 28 o0 25 0k 5 30 o o 10 0 D 00 B 0 e & 2
LR 2, — D BAIE 7R A AES 2585 00 A6 552 09 008 L R R /N 1 GES  TE RR L A R TR IR 4
READ SR e

#x2 FPGAEBERBFERBRITE

SIS Slice LUT Flip Flops
Xilinx XC3s500e 4 230 7 222 1758
Xilinx XC5vIx50t 3 531 5522 2 057

3 & iF

5% AES 1y Verilog HDL f# {45l i 15 5 SE AT 1 5L 560 30 F - XPBLHe iz vk i 47 74k, i o] LA EE
SR O AES B3 44 9% 95 MG /0 AR S B L R I R LS B RE R B RS AES B v . A 0D Bk
177 ModelSim 6. 11 5 HOE P, I3 H 25 & 3k ISE9. 1 F #4321 FPGA b F 47 )5t %Y 56 3iF 68 4 ) 5E
k.

S 8k TAEJRAE BE et b E 4590 5% 1 0k 1) AES #5875 Verilog HDL /RSS2 S5 FPGA A {4 J5 A1 5%
WE S AT R B = 1 AES %5 5% 55 1k BB A5 1k 21 [= R 225K 1 BT 55 06 T h & 1k

IEFEAT 6
state: F1006F55 019240EF 7CC88B32 SDBSDSOC

key: D4D1C6F8 7C839D87 CAF2BSBC 11F915BC
result: 260E2E17 3D41B77D E86472R9 FDD28B25

IETEREAT 375G
state: 260E2E17 30‘18770 E86472A9 FDD28B25
key: 6D88A37A 110B3EFD DBF98641 CABBI3FD
result: SA4142B1 1949DC1F ASE01965 7ASCO4LOC

e Family: virtexs
state: 5“&1&281 1949DC1F A3EN1965 7A8CH4LOC X
key: 4ES4F7OE SFSFC9F3 84A64FB2 4EN6DC4F
result: EA835CFO 445332D 655D98AD 8596BOCS DE',‘V' ce: x,:Sz‘" xE‘ﬁt

IE7E#AT o INE -
state: EA835CFB 445332D 655D98AD_8596BOCS Pa”kac': . ff' 11 D
key: EHD27321 B5S8DBAD2 312BFS60 7F8D292F - s -
result: EB4OF21E 592E3884 8BA113E7 1BC342D2 - - -
Speed Grade: -1

IEFE AT BASE

Siate: EBLOID1E 592E9854 8BA11SET 1BC342D2 . .
key: ACI766FT TOFADCHT ‘28012941 S75C00GE Processor: microb aze 0
result: 3925841D 2DCOYFB DC118597 196ABB32 - - I

L System clock f:rzq';er,c*_v 100.000000 MHz

| T T TRRE.NEL > On Chip Memory : 8 KB

B 11 AESMEZELER B 12 WHEEE
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Logic Utilization:

Total Number Slice Registers: 2,065 out of 10,944 18%
Number used as Flip Flops: 2,057
Number used as Latches: 8
Number of Slice FFs used for
DCH autocalibration logic: 7 out of 2,057 1%
Number of 4 input LUTs: 5,185 out of 10,944 u7%
Number of LUTs used for
DCH autocalibration logic: 4 out of 5,185 1%

=See INFO below for an explanation of the DCH autocalibration logic
added by Hap
Logic Distribution:

Number of occupied Slices: 3,531 out of 5,472 64%
Number of Slices containing only related logic: 3,531 out of 3,531 1080%
Number of Slices containing unrelated logic: 8 out of 3,531 0%

*See NOTES below for an explanation of the effects of unrelated logic
Total Number of 4 input LUTs: 5,522 out of 10,944 50%

Number used as logic: 5,185

Number used as a route-thru: 66

Number used for Dual Port RAMs: 208
(Two LUTs used per Dual Port RAM)

Number used as Shift registers: 63

Number of bonded I0Bs: 4 out of 320 1%

Number of BUFG/BUFGCTRLS: 1 out of 32 3%

Number used as BUFGs: 1
Number used as BUFGCTRLs: [}

Number of FIF016/RAMB16S: 32 out of 36 88%

Number used as FIF016s: [}
Number used as RAMB16s: 32

Number of DCHM_ADUs: 1 out of 4 25%

Number of PPC405_ADUs: 1 out of 1 10868%

Number of JTAGPPCs: 1 out of 1 1868%
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