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Nodes fault diagnosis algorithm based on sensor
network synchronous state
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Abstract: First, the concept of complex network synchronous state was introduced in this paper. Then a
sensor network varying with time was defined by taking the data measured by sensors as nodes, and the
dynamic mechanics of the sensor network was quantitatively described with mathematical analysis
method. Finally, the mathematical definition, the calculation method and the physical meaning of the

sensor network synchronous state were given. The above theoretical derivation show synchronous state can
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globally assess the health of the sensor network. The couple matrix A=/(a ;) y«n of complex network was
defined by the distance relevance of the measured data. And the left eigenvector (&, &3 ... Ex)
corresponding to the zero feature of the matrix was used to character the local details of sensor network
nodes. Then, a node fault diagnosis algorithm was derived based on sensor network synchronous state. A
complex network which consists of 100 sensors was experimentally simulated. We collected the measured
data in 60 s during the stable operation with each length of 5 000, and there were 3 sensors in intermittent
gain fault state to verify the effectiveness of the proposed method. The simulation results show that the
proposed method can not only track the work state of the whole sensor work and monitor the faults of each
node in real-time, but also distinguish the abnormal data caused by the change of external objects or by sensor
faults through combining the relevance between the node faults. The proposed algorithm can provide a feasible
research idea of assessing the global state of the sensor network and monitoring the partial fault of network
nodes, and it”s hoped the algorithm can provide references to researchers in related fields.
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Fig.1 Diagram of the nodes fault diagnosis algorithm

based on sensors network synchronous state
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Fig.3 Nodes fault diagnosis algorithm based on sensors network synchronous state

3Ca) N 1AL IR R AE 60 s 19 I K5 ol LAV RE UV 3 45 21,31, 61 £% e I 4 X3l
P AE BT 14 [ B DX 530 o BRIV 3 A Tl A7 7 ] ) 0 B3 5 11 3 (b)) JEB s 1 3030 44 B 9 15 SR A 43 LIS A
AR AEAS L P 22 A i 2 2 A s TE 5 A I R 7 R A 1 - Al A2 S 1 AR 22 /D T 24 1
A 0 5 R AP 2 JL T T 5t BB 5 e P e 35 O 3t L 5% A% SR R 1 T B A BT AT R AIE 0
P 70 R 17 Bt 5 2 SR ) ) 1) B i I R I 3 ) 2 L 3K T R A i 1] BT LS 4 A I A b R e 4% A%
TR 28719 R0 TTARARZS 5 B 3 (o) o A TR 190 2% ) 20 265 1) | 2 L 7 4 JRy B PP A 2 1 Rt 19 2% 1) T AROIR



168 TRKEFFIR % 39 %

AT DAL UL b 75 3 A% SR 25 190 245 114 A bR 285 S 30—l ) i o A L R0 1 1 AR R

MNIEL 3 H i S et — o 3 B2 A0 500, BV IS 2% [ 20 1 58 40 0 BE AR A R 2t oo i AT U T RIS
E(t):zi &, () EARKIGAI UG 260 . RO 2D R AEAT B4 € WG A5 4 P A 19 JUTE > la T — 2L,
AN T )R] Jeby 2 A A 30 die 28 () 20 285 TT BB AN [ 1) o 17 [] 20 285 U i — TS 9 K ) I 2 1 v = il 2 i, AT A S B 2%
Do 2% [ 2547 Ay 04 2 LA 3R o vl bR 28 R L PR S A i I 2% 1 [ 2 S 58 R )

S EE R A T R A I 2% [ 2D 25 10 T R R 2 DR B ik R AR G e B B A R 0 2% T A ) 4 IR
& B2 AL SRS ) 28 AT B ARSI I 2% 114 (] 20 285 34 2 gt IR B2 12 JR s 0 2% 1) T AR 28, ) AR Ay 40 53]
1% s I 248 i R AR B2 (M 255 R Al 48 7%

DA 5 50000 B8 O I M e S AL TR T 2% (R R 5 B A = Cay ) woew » I DL B 48 B 25 5 A1 B X 1 1) /2
FRAE 1) 5 (&1 5 &5 sunn s En) R PR AR SRS 19 28 114 JR) v 4019 15 JE, o WA TRl A% J5 i ) e 000 ) S 6 ot ot A0
5550 5 10 AU 3 S T AR SRR A B R S 1R 1Y
2.3 XEEEIE

IRFE S PR bR A2 2 ) 45 1) AF 2 P FE HORS 5 A M S A% R M 28 O a2 W . B2 S A% SR B AT
RS B AE AR 53 AN [) 1) 288 1) o DA 5090 A AR 22 ) 18 255 5[] 20 1P o S R AN Tl 3R G2 i A7 RS A7 R
g3 RS B A2 WY B o Gt R R 2 IR [ A Ak g B SR TR . B R I T R A2
[ia) 80 T 54 R A A A 1 R B 22 TB) BB AR A R O R L T B R A O 2 A b {5 TR AR AR [ Y G
B O A% 46 1 R 4 AV R ) Y W L (A O Bk T LA g B A R g ) A, A Rk UL TR B R i
FTE .

Ul A SR A e e SR F — AL A5 5 B0 AR S B A R AR R AR R R R AR R B R
MEXIZ B TR 2 W, ZEdEd ALB.C.DLES H 75 s 4R 4 i Bl A K2y 4 097 19 100 4>
MHLAE S . ALBAR S RN 5 AL e i 5 B & B2 ARG i 45 5, C D e B8 8 AN R AR i IR i {5 . E 2
P A8 R AR R A5 S . ST i LA S M R eT LR 4 R

200 400
. |— NP R ST ...|..1 Mo ;_ 200|—
= o0 2 | i
g M LA L O i i s i il
_2000 i(I)OO 20.00 30(I)0 4 000 ) 00 1 000 2 000 3 000 4 000
/ms /ms
. t(a) - t(b)
e OMMMMMW A e
i L Y T TE
—400 | - T S -
0 1000 ;/;? 3000 4000 0 1000 2 32105 3006 4000
(c) (d)
2000 [
® 'WWWHM"’"W m‘” WlllNI!FINWHHWII
o0 1 000 2 000 3 000 4 000
5

4 PBEHZLHIE A,B,C,D,ES NMNEIFS %
Fig.4 the five EEG curve signed A, B, C, D, E with random drawing



% 4 K ORLFEREMBR T AN LMLk 169

WEFE RS L 1 SCHRT15-19 1T 3 4 7532 » X 00 M FiL A 5 2647 20 6 R o LT3 T 0k 7 3k 1) A 2 5 )
P LERANER 1 Fros . R HYXT FLSS R . S A% I 4% (] A0 25 BE 08 1R 45 3t 18 38 A [ B4 =2 18] 19 25 57 1k
A I B8 22 ) A — SO o T AP AT PR B 2 2 i BRI AT A5 BI0RE RE B 1 2 RACR .
R1 AEESWAEEZRILL

Table 1 Contrast of this proposed method with former algorithm

Fu REHE BLN N R7S WA
Nigam etc. A 26 P AL # % (ANND 97.2
Subasi BN AR e R AT B 95
Guo etc. R/ R 4 L R A (MLPNND 95.2
Wang etc. /N R 4 5 A B (kNIND 99.45

A—E
Nicolaou etc. HeF i (SVMD 93.55
Fu etc. A SR AR 5 28 4 B 45T [ (SVMD) 99.13
Srinivasan etc. A5 B4 A8 o T U ol 22 IR 4% 99.6
This method W £ ] 25 25 (BP) 99.21

3 & iE

NI T A Tt 0 245 ) 25 25 AT 1 R W 80 LA P A5 S 4 RO 21 IR0 4% 5 BRI I L A5 5 1 1L
SRR 2 5 PR 5 SC 1 52 2% I 46 PR 4 R o 0006 32 R P 119 25 A0 A 0 X IO 1) 7 A 17 8 7 445 5 i K
oK B A% ol 218 S R Al 2 ) ) — S 2 i S B SO 0 2K T AL 8 B 2 W 1 H Y 307 R AN AT A
S B Tt X 2% 1) 2 1T 8 T LA ST B EL At 40T 4 ) 040 K B F) RS W s LD B A T N R A 5 R S M
W2 AST5 W BEAT TR GE R 2 W X D B 9K 3l 1l B2 IR B AL T — b nT A A BF S R L S B A A O 4
Mt E R MEA NS %,

S 3

(1] 325, Zie. £ % 5T X BCR 28 1 0 4 AL s W 45 2 7 1k 0. B 8k~ 4i . 2012, 38(7) : 1190-1199.

Peng Yu, Luo Qinghua, Wang Dan, et al. WSN localization method using interval data clustering [J]. Acta Automatica
Sinica, 2012, 38(7): 1190-1199. (in Chinese)

L2 0 A, 2%, T Mk 55 1% ki I 46 5 T R AL 18 43 1015 5 8 3 8 AL PR [T B4 4R, 2014, 63(5) 1 054304,

Hao Benjian, Li Zan, Wan Pengwu, et al. Passive source localization using RROA based on eigenvalue decomposition
algorithm in WSNs [J]. Acta Phys. Sin., 2014, 63(5):054304. (in Chinese)

U3 ] RAE B, 25 00 5 T 09 S 45 BE 1 T4k 1% B 4 T Al B i 7 12: L0 ] B2 41, 2014, 63(12) 1 128-129.

SONG Jia, LUO Qinghua, PENG Xiyuan. Fault prevention technique of controlling redundant routes into sleeping based
on health degree [J]. Acta Phys. Sin., 2014, 63(12): 128-129. (in Chinese)

L4 J XM, ZBIAN, X008 . 55k T 2545 R 1) T8 46 A% 10 ) 46 TO AR JEE 28 A 4R A VBT AL 5 [T 1 ) 3~ 41, 2014.,63(17) : 170506.
LIU Bin, DONG Mingru, LIU Haoran, et al. A scale-free fault tolerant topology model in wireless sensor network for
toleration of comprehensive fault [J]. Acta Phys. Sin., 2014, 63(17): 170506. (in Chinese)

L5 1 BT X = FH S 55 /I R HE /Nt 5 00 2% 45 T ) 0 28 42 e e T 28 6 SN S 43R LT ] 4 ) 5 1 36, 2010,25(12) 1 1761-1768.



170 TR XF FR % 39 %

ZHENG Gengzhong, LIU Sanyang. QI Xiaogang. Survey on topology of wireless sensor networks based on small world
network model [ J]. Control and Decision, 2010, 25(12): 1761-1768. (in Chinese)

[ 6 1 ZEHEAE ok o UM 5. T 2 A% I8l I 46 T b B2 8 i 4 4 0 19 I R 28 5 [0 1. AL st IR W 2727418, 2014, 37(2) 1 74-78.

LI Yagian, YIN Rongrong, LIU Bin, et al. Cascading failure researchon scale-free fault tolerant topology in wireless
sensor networks [ J]. Journal of Beijing University of Posts and Telecommunications, 2014, 37(2); 74-78. (in Chinese)

[ 7 1 k90 06 5 DE A 45 5L T 52 2 I 46 1Y RS 12 I SIS s L L AL AR L2 27 4 - 2010, 46 (3) : 90-96.

DU Haifeng, WANG Na, ZHANG Jinhua, et al. Fault diagnosis strategy based on complex network analysis[ ] ]. Journal
of Mechanical Engineering, 2010, 46(3): 90-96. (in Chinese)

[ 81 Thpaf, X% i, 22 487K 55 02k A% Ikt I 45 1Y 2 U AL OB AR B [T 0 A R 22 4R CB AR BF 2 10 . 2011,51(S1) : 1418-1423,
MA Chuang, LIU Hongwei, ZUO Decheng, et al. Hierarchical fault models of wireless sensor networks[J]. Tsing Univ
(Sci & Tech), 2011, 51(S1): 1418-1423. (in Chinese)

[ 9 ] Mahshid R, Wang Z Y, Nasir G, et al. Stochastic analysis of cascading-failure dynamics in power grids[J]. IEEE
Transactions on Power Systems. 2014.07, 29(4). 1767-1779.

[10] Yan J, Tang Y F, He H B, et al. Cascading failure analysis with dc power flow model and transient stability analysis[ J]. IEEE
Transactions on Power Systems. 2015.01, 30(1): 285-297.

[11] Du H F. Analysis of cascading failure in complex power networks under the load local preferential redistribution rule[ J]. Physica
A. 2012, 391, 2771-2777.

[12] Yang X S, Cao J D, Lu J Q, et al. Stochastic synchronization of complex networks with nonidentical nodes via hybrid
adaptive and impulsive control [ J]. IEEE Transactions on Circuits and Systems I: Regular Papers, 2012, 59 (2):
371-384.

L1837 BiRoCoR. 52 2% 3 25 W0 2% PR3 T 42 ) S8 08 3 1 1) 305 Bk i LT 1. A g Ak 41 . 2013, 39(4) : 312-321.

CHEN Guanrong. Problems and challenges in control theory under complex dynamical network environments [J]. Acta
Automatica Sinca, 2013, 39(4): 312-321. (in Chinese)

C147 BRAR S Bl 22, J i 52 2% 3 25 W 455 R) 25 25 5 IS s iy 6 R [ ]. A s k2% 4. 2013,39(12) : 2111-2120.

CHEN Juan, LU Junan, ZHOU Jin. On the relationship between the synchronous state and the solution of an isolated
node in a complex network[ J]. Acta Automatica Sinca, 2013, 39(12): 2111-2120. (in Chinese)

[15] Ahmadi A, Fakhraie S M, Lucas C. Behavioral fault model for neural networks [ C] // 2009 International Conference on
Computer Engineering and Technology. Singapore: IEEE Computer Society, 2009 72-75.

[16] Azadmanesh M H, Kieckhafer R M. Exploiting omissive faults in synchronous approximate agreement [ ] ]. IEEE
Transactions on Computers, 2000, 49(10). 1031-1042.

C17] £ A BB 5 SR & REM LRI ]. A g4, 2011.10, 37(10): 1157-1166.

WANG Zhongjie, XIE Lulu. Cyber-physical systems: a survey [J]. Acta Automatica Sinica. 2011.10, 37(10): 1157-
1166. (in Chinese)

[18] FuK, QuJ F, Chai Y, et al. Hilbert marginal spectrum analysis for automatic seizure detection in EEG signals [ J]. Biomedical
Signal Processing and Control, 2015, 18, 179-185.

[19] FuK, QuJ F, Chai Y, et al. Classification of seizure based on the time-frequency image of EEG signals using HHT and
SVM []]. Biomedical Signal Processing and Control, 2014, 13; 15-22.

(m# & A



