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A computing approach of information system
vulnerability ’s exploited probability
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Abstract: The evaluation results are impacted by many subjective factors since the existing risk assessment
for information systems does not take the correlation of vulnerabilities into account. By combining two
assessment vectors, i.e. access complexity and chosen probability, we transfer the so called “accessed
complexity” evaluation method into an “exploited probability” evaluation approach, and use Bayesian
networks’ forward inference to accumulation each of vulnerability’s chosen probability. Theoretical and
experimental analysis show that the proposed “exploited probability” evaluation method is more accurate
and reasonable than associated existing research work.
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TEX 1 M55 HERIORI T XE By B S 415 1 583 P e A 287 1oy AR D 0 T A DR/ D o 2 M 358 A 1 T T 2 5 3R
E(v),
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BEA T 58 SCHRRT I 553 1 B A1) FH 3 ) 7 32 A0 oA 2 2R AR CVSS BEAT 11 5R0, Bl e L CVSS A B9 Access
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Table 1 The complexity evaluation for use vulnerability
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Fig.1 The type of relationship between vulnerability
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Table 2 The values for complexity to exploit vulnerability

Bugtraq AV AC PR Ul E RC E(o)
9 751 1.0 0.71 0.74 1.0 1.0 1.0 0.53
10 181 1.0 0.71 0.74 1.0 0.9 1.0 0.47
10 108 1.0 0.71 0.74 1.0 1.0 1.0 0.53
10 201 0.40 0.71 0.74 1.0 0.95 1.0 0.20
6 410 1.0 0.71 0.74 1.0 1.0 1.0 0.53

10 212 1.0 0.71 0.74 1.0 0.9 0.95 0.45
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Table 3 Compared the values of complexity for exploited nodes

W RS E(v) SCHRLS JHUE SCk [ 8 THUE
t 0.45 0.95 0.9
t 0.47 0.64 0.9
ts 0.53 0.98 1.0
£ 0.53 0.86 1.0
ts 0.53 0.98 1.0
ts 0.53 0.86 1.0
tr 0.53 0.98 1.0
ts 0.47 0.64 0.9
to 0.53 0.98 1.0
tho 0.53 0.98 1.0
th 0.47 0.64 0.9
tho 0.53 0.98 1.0
fhs 0.53 0.86 1.0
t 0.20 0.70 0.95
ths 0.53 0.98 1.0
Lhs 0.53 0.86 1.0
Lty 0.20 0.70 0.95
ths 0.53 0.98 1.0
th 0.20 0.70 0.95
t20 0.53 0.86 1.0
to 0.53 0.86 1.0
to 0.20 0.70 0.95
tos 0.20 0.70 0.95

$1.0.53

IP3—=>1P2

Bugtraq 10108
Cve-2003-0533)
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Table 4 Each node is selected in probability

AR 1 £y 13 Z, ts L 17 tg
Ov) 1.0 0.228 0.257 0.257 0.257 1.0 1.0 0.307
S (v) 1.0 0.228 0.257 0.257 0.257 0.257 0.257 0.079

W Ly tho tn L1 L1 th L1 L1
O(v) 0.346 0.346 0.272 0.306 0.306 0.116 1.0 0.726
S(v) 0.089 0.089 0.070 0.079 0.079 0.030 0.257 0.187

RiD-E R tir L ti L0 L9 Loy 123
Ov) 0.274 1.0 1.0 1.0 1.0 1.0 1.0
S(v) 0.070 0.089 0.089 0.079 0.030 0.257 0.089
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Table 5 Each node is exploited in probability

W RS E(v) SCHRCS JHUE SCHk[ 8 THUE
2 0.45 0.946 0.9
L 0.107 0.113 0.81
L4 0.136 0.260 0.9
Ly 0.136 0.201 0.9
ts 0.136 0.264 0.9
to 0.136 0.131 0.9
£ 0.136 0.174 0.9
tg 0.037 0.032 0.81
to 0.047 0.073 0.9
Lo 0.047 0.075 0.9
L1 0.033 0.034 0.81
tho 0.042 0.078 0.9
L1y 0.042 0.061 0.9
L 0.006 0.041 0.86
ths 0.136 0.129 0.9
Lhs 0.099 0.082 0.9
Ly 0.014 0.055 0.86
tis 0.047 0.101 0.9
th 0.018 0.052 0.86
L2 0.042 0.093 0.9
£ 0.016 0.035 0.86
Lo 0.051 0.090 0.86

L3 0.018 0.071 0.86
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Fig.3 Comparative analysis in the probability of being exploited
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