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Ensemble learning based malware detection method for smart gird

LI Xuyang', NIU Xing', HU Junxing”, YUAN Junfeng®, MENG Han*
(1. State Grid Henan Economic Research Institute, Zhengzhou 450000, P. R. China;
2. Henan Jiuyu Tenglong Information Engineering Co., Ltd., Zhengzhou 450000, P. R. China)

Abstract: The traditional malware detection system of smart grid mainly detects known malware based on
feature database, which is not applicable for detecting unknown malware variants. Although the machine
learning based detection methods can detect unknown malware variants, but the accuracy and robustness of
the existing methods need to be further improved, which is not enough to meet the actual needs of smart
grid. Therefore, this paper proposes an ensemble learning based unknown malware variants detection
method, which uses multi-source data and multiple machine learning methods to construct several single
detection models respectively, and designs a hybrid detection model based on logistic. Compared with the
traditional single detection models, the accuracy and robustness of the hybrid detection model are
significantly improved.
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Fig. 1 The architecture of approach
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Fig. 2 The accuracy comparison results
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Fig. 3 The time cost comparison results
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