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Abstract: Identity-based authenticated key agreement allows two or more parties to establish secure session
keys over insecure channels. Current authenticated key agreement protocols are unable to resist the
backdoor attacks that lead to random number disclosure, such as known session-specific temporary
attack. Therefore, we propose a reverse firewall protocol for identity-based authenticated key
agreement. The protocol is secure under the random oracle model. In addition, it can resist strong
temporary session secret value leakage attack and can provide message leakage resistance. Meanwhile, the
protocol saves the system’s running time because it does not use bilinear pairing. Finally, we implement
the protocol using JPBC library. The experimental results show that the protocol has smaller bandwidth

and shorter running time compared with other protocols of the same type. It is very suitable for resource-
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constrained systems.
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Fig. 1 System model
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Fig. 2 The game between challenger C and adversary A
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Fig. 3 Reverse firewall for registration server
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W s WER IS L BT REUE AR P AAE . B DRSO, BE ML 3R 555 B0 (W ks . Setup) FI| FHBEHLEL o BEMLIL T
FEH IR T ECFRBUH PR . AR DMLEREHLIE T H P K IR (W ks . KeyGen) , K80 T H P K 01 %
BRI i ot

XFF Wy IIRE  EARIE T Alice 3% Bob #% 2 P 5 WU B i 2 0% % G WL M. e Sk [ 22 il s
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Table 2 Comparison with the previous ID-AKA protocols
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Table 3 p and q under different security levels (bits)
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Fig. 5 Comparison of communication costs under different security levels
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Table 4 The running time under different security levels /ms
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Fig. 6 Comparison of session key agreement running time under different security levels
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