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A packed malware variants detection method based on weighted

dynamic behaviour feature clustering
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(State Grid Henan Electric Power Research Institute, Zhengzhou 450000, P. R. China)

Abstract: In order to avoid malware detection, attackers often use packing techniques to encrypt or
compress malware binaries, which makes it difficult for security analysts and malware detectors based on
traditional static analysis to use reverse tools, such as disassembly tools, to statically analyze malware
before it runs. Currently, to detect packed malware, dynamic analysis methods are mainly used. However,
due to the limitation of the types of packing tools and packed samples, as well as the confusion noise caused
by malware packers, traditional machine learning based detection methods have insufficient accuracy. In
this paper, to filter the packing behavior, the system call behavior features of packed malware are extracted
and analyzed, and then sensitive behaviors are identified and filtered out. Next, the feature dimensions of
system call behaviours are reduced by weighting to improve the contribution of each feature. Finally, these
behaviours are analyzed by using density-based clustering, realizing the detection of unknown variants of

packed malware and the update of the detection model. The experimental results show that the proposed
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packed malware variants detection method based on weighted clustering of sensitive behavior features
achieves 3.9 % false alter rate and significantly reduces the false alter rate compared with that of some
other machine learning-based detection methods.

Keywords: malware variants detection; dynamic behaviour analysis; principal component analysis; density-

based clustering
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Fig. 1 The work flow of the method
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Fig. 2 Performance analysis of detection model with different training scale
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Fig. 3 Performance analysis of detection model update
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Table 2 Performance evaluation of different feature dimensions
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