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blockchain data based on Merkle Patricia tree
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Abstract: Blockchain technology has attracted significantly attention in the field of distributed data management
because of its decentralized and immutable nature. However, current blockchain systems face limitations in data
query processing including single query function, low query efficiency and difficulties in ensuring query
credibility. To address these challenges, in this paper, a global index structure called KMPT is proposed, inspired
by the design concept of Ethereum Merkle Patricia tree on the premise of ensuring the immutability of index. The
KMPT structure aims to realize the function of locating the target block at one time, avoiding the retrieval process
of traversing blocks. Furthermore, by incorporating the intra-block index TMPT, the proposed approach enables
high-efficiency content-based blockchain data retrieval. Experiments demonstrate that, compared with the method
of only building intra block index, the proposed index model significantly improved the efficiency and stability of

query retrieval within the acceptable index construction cost. In addition, it can provide the proof of existence or
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non-existence of data query at the same time, enhancing the credibility of query results.
Keywords: blockchain data query; blockchain content retrieval; trusted query index model; immutable index;

Merkle Patricia tree
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Fig. 1 The structure of Transaction
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Fig.2 The structure of index
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Fig.3 Schematic diagram of MPT construction process
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k3. Key io s U U5 A i 5300k
i A :Key
i Key id 5 B i $2 BAS transactionList
Begin:
List transactionList; /181 43 transactionList ff /7 25 1] 25
<transaction,path>=Blockchain.Find(Key); /1A B Key ic 5% B U4
if(transaction==null) /K ey X B i S AN AEAE
return null; /4R W25 (45 R RE
else{
transactionList.add(transaction); 114 Key fe i UM A transactionList
temp=transaction.Prehash; AR b — RRAIE s P A {H

While(temp!=null){

transaction=LevelDB.get(temp); //M LevelDB H 52 Bt I — R A i s HAK(F B
transactionList.add(transaction); /4 13 HUH B9 10 S8 IA transactionList
temp=transaction.Prehash; /AR SE R | — RRASIE S 0 A (.

}

}
return transactionList; //&¢ )5 1% 8] Key 12 5% T 8 i 82 B A transactionList
End.
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Fig. 5 Effect of block depth on query time
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Fig. 6 Relationship between response of non-existent time and number of blocks
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Fig. 7 Effect of historical versions on traceability query efficiency
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