% 47 K% 8 B FRKFFIR Vol. 47 No. 8
2024 % 8 A Journal of Chongqing University Aug. 2024

doi:10.11835/j.issn.1000.582X.2024.08.008

Wi 1] HL O 2 2 114 % £ AT 8 a8 1 ] 48 R

M OAYRERE OB ALY RIS
(1. B Mg A3 A BRI, #8000 450052; 2. T KRS S 4%, &7 210089;
3.ERE M AFRAE JbK 100031; 4. B M & A FHFREA RASE] dw 2111025
5. B B A e B B AT 5 R A A &) bR 102209)

HME.MAREBERRECANBZEZLE TR LA LR, & W a7 i LM, gh
A EF N E ETF,EFNE N RAAZE T RGP RATH IR, AREIEL L, AL
ERRN _RAAZRAGFERIERG A L E5REE22MH, R E@mEE RNELLTELHEE
FEETEERHAR, ZERBE S EMAAWITE ZRBEES T LG L EEHFER
WATAH EFHE R AR FRE ES TR LRGSR EAREEEAGFERE RS S
Fh o A EHREREY W I F AR A R E WA B2 AT AR 4 B W 5 ) £ AR
FEALALIFAE B H . S, 45t SR 30 R AT A AR AE 5| AR ik B A5 B F 69 L2 S AEME L 1R
R ERL KRR RGO T PR, BA EAF a9 38wl amds

KEE A ECRNEEL A ST RER, TP RM EAMA

FE 4SS :TP309 MR E A M EHS:1000-582X(2024)08-081-09

Zero trust dynamic access control for power grid security

CHEN Cen', QU Zhihao’', WANG Ming’, WEI Xingshen', QIAN Kexiang’

(1. State Grid Henan Electric Power Research Institute, Zhengzhou 450052, P. R. China; 2. College of Computer
Science and Software Engineering, Hohai University, Nanjing 210089, P. R. China; 3. State Grid Corporation of
China, Beijing 100031, P. R. China; 4. State Grid Electric Power Research Institute Co., Ltd., Nanjing 211102,

P. R. China; 5. State Grid Smart Grid Research Institute Co., Ltd., Beijing 102209, P. R. China)

Abstract: With the continuous development and application of information and communication technology in
power information system, the protection boundary of power grid is gradually blurred, and external attacks and
internal threats are increasingly serious. It is urgent to carry out effective access control to the information
resources of power system to ensure its data security. Based on the general security protection framework of
power grid secondary system and zero-trust security mechanism, this paper proposes a zero-trust dynamic access
control model for power grid information security. By analyzing the attributes of the access subject and the
characteristics of the behavior information of the power grid system, the model comprehensively considers the
influence of threatening behavior, sliding window, punishment mechanism and other factors on the access control,

and realizes the continuous evaluation and dynamic control of the access subject trust value. The results of
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simulation experiments show that increasing the recommended trust can reasonably take into account both
subjective and objective trust evaluations, which makes the assessment of the trust value of the access subject of
the power grid more accurate. In addition, in response to external threat behaviors, the trust evaluation engine will
rapidly update the comprehensive trust value of the visitor, making it impossible for illegal subjects to gain access
to the system, with better fine-grained control.

Keywords: zero trust; power grid information security; dynamic access control; security protection framework;

trust values
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Fig.1 Overall framework of security protection for secondary system of power grid
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Fig.2 Zero-trust security architecture
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Fig.3 Grid information security defense framework based on zero trust
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