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A novel privacy-preserving data aggregation scheme for smart grids
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Abstract: Data aggregation is a key technology in smart grid communication, enabling efficient collection of
essential data while optimizing energy usage. However, the large-scale deployment of smart meters raises
significant privacy concerns, as it may expose users’ lifestyle habits. To address this issue, this paper proposes an
efficient and privacy-preserving data aggregation(EPPDA) scheme for IoT-enabled smart grid, leveraging smart
contracts. First, a four-layer blockchain-based architecture is introduced to facilitate secure data aggregation. At
the collection layer, the Boneh-Goh-Nissim system is improved to better suit privacy protection scenarios in smart
grids. At the platform layer, blockchain’ s tamper-proof features are utilized for secure storage and efficient
querying of aggregated data. Performance analysis indicates that the proposed EPPDA satisfies key privacy
requirements of smart grid systems. Finally, experimental results show that the proposed EPPDA reduces
computational and communication costs while improving overall system efficiency.
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Table 1 Symbols and descriptions of cryptographic operations
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Table 2 Computational complexity comparison

UES B3l PRI FE T
i P U, 2E.+ M, +6E,+2M,
LVPDA & GW (W—l)MNz+4EG+(W—])MG+(W—1)MGY+(w+])/BS;
=55 CS E.+2M,.+2Bp
P U, 2E.+ M,
ACFQ M3 GW 2wM,+(w+1) Bp+wE, +E,
w5 CS 2Bp + Eg+E,.
JH 7 35 U, 4E,+ M,
EPPDA ™ GW 2w+ 1)E, + 2w M,
= R% 4% CS 2E,+(d+2)M,

22 3 0B AR <Ay 80 I K IO AR I A AR 32 AT I W) o 0, AT — 4 XUk e B S 58 R (B Bp) K 24975



46 TR KF FR % 48 %

L7.937 ms, AT — MHURE B (B E,.) KT E3.542 ms. (HAF R AR, 3 iR 1950560 45 5 2B
EiE 1T 1 000K J5 RYFEXg 28 17 if i) .
R3 REBEr=80 TTEHEEZEHEMN

Table 3 Security strength password operation in 7 = 80
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Fig. 2 Comparison of computational complexity on the client side
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Fig.3 Comparison of computational complexity on the cloud server
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Table 4 Communication complexity comparison

VES Rk EIICES I 5 B 2 IR 45 2% 3
LVPDA 2|N| + 5|G| + |T| + |ID| 2 |N| + |G| + |T| + |ID|
ACFQ 2 |N| + |G| + |T| + [ID| 2 |N| + |G| + 2[T| + |ID|
EPPDA [N| + 3 |G| + |T| + [ID| [N| + 3|G| + |T| + [ID|

4007 3712

Z 3000}

Jﬁ_

E 2432

;ﬁzooo

B

&

igmom

gg 704

0 L L
LVPDA ACFQ EPPDA

PO VIS

B4 F P E RS E 15 R AR X L

Fig. 4 Client-to-gateway communication cost comparison
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