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Hyperchaos synchronization control of interval type-2 fuzzy brain
emotional learning and its application in secure communication
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Abstract: To address the limited performance of existing chaotic systems in practical applications, this paper
proposes a hyperchaotic system synchronization control method combining an interval type-2 fuzzy brain
emotional learning controller (IT2FBELC) with a robust controller. The IT2FBELC approximates the unknown
components of the hyperchaotic system, with its weights and parameters updated online via gradient descent to

achieve synchronous tracking between the master and slave systems. The robust controller compensates for
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residual errors, driving the control output closer to the ideal value and further improving synchronization accuracy.
Simulation results demonstrate that the proposed approach achieves high synchronization of hyperchaotic systems
with superior tracking performance and computational efficiency compared to RBF neural networks, BP neural
networks and conventional brain emotional learning models. Additionally, simulations for secure voice and image
transmission confirm the method’s effectiveness and adaptability in confidential communication, providing
theoretical support for practical applications of chaotic secure communication.

Keywords: chaos control; fuzzy neural network; interval type-2 fuzzy brain affective learning; chaotic secure

communication
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Table 2 Comparison of synchronization performance of hyperchaotic Lorenz-Stenflo systems
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Fig.7 The encryption and decryption effect of the second speech signal
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Table 3 Comparison of mean square error and average distortion of decrypted signal

BT 1 T 2
ik
RMSE RNADM RMSE RNADM
BEL 0.109 1 0.2329 0.0352 0.102 4
RBF 0.621 3 1.165 1 0.200 7 0.5052
BP 0.049 8 0.122 5 0.093 7 0.095 8
IT2FBELC 0.001 4 0.067 9 0.002 6 0.0358

23 EEMEHEZR
Pl 0 o 13 818 11 B I L0 PR IR 13 B i 00 26 e o TR . T SR A SCAT vk B ) T P %1%
S5 A AT R T 50K HEAT P GO B 005 L 0 o 0 BT HE MK N R/ B 500 4 A o £
SN PR AR F A, KN K 0~255 0 X {5 5 B Mok A a0 7 BB Ak 0, LA i 2 T 438
se(t)=mod (round (x(0)-y()+w()+ss(0)-2(1))- 10 000, 256 ). (27)
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Fig. 8 Encryption and decryption effect of Lena image
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Fig.9 Encryption and decryption effect of Pepper image
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Fig. 10 Encryption and decryption effect of Baboon image
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Table 4 Mean square error and signal-to-noise ratio analysis of original and restored images

i o MSE PSNR
: (original-decrypted images)
BEL 0.048 4 61.278 2
RBF 0.8579 48.796 5
Lena
BP 0.018 2 65.525 6
IT2FBELC 0.005 2 70.942 7
BEL 0.077 0 59.269 3
RBF 0.189 8 55.348 8
Baboon
BP 0.0451 61.5915
IT2FBELC 0.008 7 68.736 9
BEL 0.094 2 58.3920
RBF 0.8579 48.796 5
Peppers
BP 0.053 6 60.837 6
IT2FBELC 0.006 3 70.167 8

T3 — 7, O T BN R R et RE AR T T R AR B R 5O B R Z 8] 34 1R 25 MSE i
B 15 M L PSNR. 3 5 J2 % 515 5 3D Genesio TR 1% 77 159 MSE X Lt , 3 6 /2 I % 55.7% 55 3D Genesio
TRV % 7 120 2 R 2R 4 IR 4% 77 9 P F Robust and lossless 7% {0 8145 i %5 50328 PSNR ¥t [t o 20 HF
Fe P BE TN, 5 3R A SR L, BT AR LA T vk e S B W] SRS AR R o8 A L L 1 IR IR TR 5
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Table 5 Comparative analysis of MSE values between the original and the encrypted image

MSE
E 1 — — -
/RS 3D Genesio IR 1 N 26 & 4"
Lena 3.029 9X 10* 1.490 3% 10*
Baboon 2.484 3% 10* 1.488 0% 10*
Peppers 2.700 5% 10* 1.491 0X 10*

*6 RBREREMEBEERBOERIESHR

Table 6 Comparative analysis of PSNR values between the original and the encrypted image

PSNR (original-encrypted images)

K14 T 3D Genesio {ili EAITRIES WK Robust and lossless
e gy T gy (0 [ 50 % kY
Lena 3.8164 6.398 0 8.704 8 8.129 3
Baboon 4.178 8 6.404 8 9.099 6 8.772 9
Peppers 33165 6.3959 8.200 3 7.639 3
3 % iF
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17 BT
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G ST, B8 R, S B 0 TR AR 2) 35 PR TR R AT A 2 1 A 2 4
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